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1 Introduction and Start

To access the REDDOXX Appliance, there are different user interfaces from which the user
can choose.

1. REDDOXX User Console
2. REDDOXX Outlook Add-In
3. REDDOXX Web Interface

All of these options provide the user the same function set and a consistent Look & Feel.
Differences between the interfaces will be marked in the corresponding chapter of this user
manual with a symbol and described in further detail.

1.1 REDDOXX User Console (User GUI)

The REDDOXX User Console is a portable program file with the extension named

<.exe>. It will not be installed, but executed with a double click on the program. This

software can be downloaded from the REDDOXX Support Center. There is also a
<.msi> version available to distribute the program in the network.

1.2 REDDOXX Outlook AddIn

1. |he REDDOXX Outlook AddlIn is a Windows-DLL which is integrated into Microsoft

. Outlook with the AddIn technology. The Addin is loaded within the start up of
| Outlook. If a specific REDDOXX function is used for the first time after loading
Outlook, a login is required. The AddIn only supports Outlook versions 2002 - 2007 and only
in combination with MS Exchange Server. The installation and some special features of the
Outlook-AddIn are described at the end of this document in chapter 4. In principle, Outlook
2000 works fine, but with minor restrictions in the context menu of a mail which are not
supported by REDDOXX.

1.3 REDDOXX Web Interface

The REDDOXX Web Interface (WI) is provided by the Appliance itself. You only
WI need a common web browser to access your emails. Insert following address into
your web browser bar:

http://<IP-Address-or-Hostname-of-the-Appliance>
https://<IP-Address-or-Hostname-of-the-Appliance> (encrypted)



2 Login

For safety reasons, the REDDOXX Appliance is only accessible via a login. Therefore you
have to authenticate yourself as follows with a vaild user name and password.

2.1 Login with the User Console

Start the user console by double clicking on the file rdxuser.exe. The login window
appears. Continue with Step 3 in the login window.

2.2 Login with MS Outlook

Prerequisite:
Reddoxx Outlook AddIn needs to be installed on the user’s computer.

1. Start MS Outlook.
In the tool bar, a REDDOXX button is shown. Additionally, you will see a new folder
below your post box named Reddoxx Outlook AddIn.

=| &5t postfach - Thomas Uhl
i Posteingang - Microsol Li# Entwilirfe
fa] Gelfischte Objekte
L=q Gesendete Objekte
L@ Junk-E-Mail
U4 Postausgang
+ _: Posteingang
4 Reddoxx Cutlook Addin
E0 RAS-Freds

Datei Bearbeiten A

2. Click the REDDOXX button or click the Reddoxx Outlook AddIn folder to log in.

The log in window will appear. Continue with step 3.



2.3 The Login Screen

The software automatically searches for existing Appliances inside your local network. In the
field “Appliances found", all detected Appliances are listed.

™ =/ 8=

M

REDDOXX

REDDOXX Appliance Logon

Appliances found
172.20.1.99

Hostname: 172.9.11.11 -
Enable S5L

Username: kdt

Password: [sesenennensl

Realm: | local s |

Language: | English 7 |

Save password

Connected

1. Hostname: Choose the hostname or IP address from the field ,Appliance found”. With
a double click, the appliance will be inserted automatically into the field “hostname”.
You can also manually insert a hostname or the IP address of your Appliance into this
field. (Contact your administrator if you don’t know it).

2. Username: Enter your user name.
3. Password: Enter your password.

4. Realm: Select the option ,local” or the realm to which you belong. The realm is a
section similar to a domain in which you have to authenticate yourself.

5. Language: Choose the desired language in the selection list. The selection contains
the currently installed languages English and German.

6. Save Password: The password will be kept for the next login to enable auto login.
7. Logon: Click LOGON. Continue with the welcome screen.



2.4 Log on with the Web Interface

Wi In the web browser address bar, or URL bar, enter the IP address or the hostname of
the REDDOXX appliance. A new window will open in your browser...

Q| ™ hitp://172.9.11.11/gui/index phpA=en_US P-BeX [ (2 reddoxx.net

™ REDDOXX E-Mail Prote... %

lit View Favorites Tools Help

J v [ = v Page~v Safety~ Toos~ @~ 53

After loading, the login window will appear.

REDDOXX E-Mail Protector

Username: kdt

Pazsword: esesssssss lll

|
Realm: | local El
3

Language: |English

(C)2009-2011 REDDOXX GmbH

Enter your username and password in the respective fields.

2. Choose “local” in the realm field, unless your are authorized for a specific realm.

A realm, similar to a domain, is an area in which the user authenticates
him/herself.

3. Select the language in which you would like the GUI to be displayed. There is a
choice between German and English. Click “Logon” when you are ready to
proceed. The Welcome Screen opens.



2.5 The Welcome Screen

. The following welcome screen will appear after a successful login.

Wi

N

REDDOXX

DDDDDDD

Legend: 1. Menu Bar 2. Display Window

'

REDDOXNX

Qutgoing Mails Spam Mails CISS Queue Archive 2.0 MailSealer u

g

Abmelden

| Connected




3 Options in the Menu Bar

The main menu consists of access to the following options: Outgoing Mails, Spam, CISS
Queue, Archive 2.0, MailSealer, User Settings, and Logoff.

Mendi

OutgoingMails

ol

Spam Mails

Archive 2.0
!
y

Mailsealer

&

User Settings

Abmelden

Outgoing Mails
Here you see all mails listed which the user is sending to the internet.

Spam Mails

Here is listed all mails which were sent to the user, but were detected
as spam.

CISS Queue

The CISS Queue contains all mails which have not yet been released
by the sender or by the recipient.

Archive 2.0

In the MailDepot, the user will have access to all mails which have
been archived by the appliance.

MailSealer

The MailSealer (Light) offers the user the possibility to send mails
encrypted with a password.

User Settings

The user settings allow the user to change the general settings. The
user maintains their email addresses here.

Logoff
Log off from the personal user GUI.



3.1 Outgoing Mails
<

_— All mails scheduled to be sent by the Appliance will first land in the Outgoing
OutasinaMails.  Mails Queue. The Outgoing Mails section displays these mails.
If the mail could not be sent immediately due to a failure on the recipient’s side or to a
network failure, your Appliance attempts to resend the mail in regular intervals. After an
approximate 1.5 hours delay, the sender receives the first notification that the mail could not
be delivered up to this point. The ‘Last Result column informs you of the cause of the failure.

If the failure has been corrected, but you do not wish to wait for the next send cycle, you can
manually send the respective mail by right-clicking on it. It is possible to select multiple mails
at once.

If the delivery of the mail is not at all possible, for example, due to a misspelling in the domain
name of the mail address, you can delete the mail by right-clicking on it. However, a mail
which cannot be delivered within a period of 5 days will be deleted automatically from the
Outgoing E-Mails Queue. The sender will receive a notification regarding this action.

Cutgoing Mails
Firel: I in ISender j
Queus: ISMTP j
D | Received | Sender | Recipiert Size | Delivery time Last resulk

.{3‘] JODODSBEEYE... 011220081657, hil@netz...  digdifi@dgdhigd.... 911 KB 04122009 06... Mo mail server found for domain: dodhfod)....

Find: You can search for specific mails in the Outgoing Mails Queue, as well as
delete mails listed in the queue. In the list view, you can see the ID, the time the
mail was received, the sender of the mail, it's recipient, and the size of the mail.
You can also sort the mails by their criteria here. To do so, please click on the
column heading.

In: Restrict the search by either searching for the sender or the recipient of the mail.
Queue: You can choose between SMTP and POP3.

In the SMTP Queue are mails which have not yet been sent. In the POP3
Queue are mails which have been collected from the in-boxes, but have not yet
been validated by the REDDOXX appliance. The mails are then waiting for the
next retrieval through the e-mail client program.



3.2 Spam Mails

. ? Mails found in the Spam Mails Queue have been classified as spam mail by
SP the Spamfinder filters defined on the appliance. In case mails have been
Spam Mails falsely recognized as spam (False Positive), the user can deliver them to the
recipient manually.

Spam Mails

Firc: I it Isender j Search

Depty: I Moke j
ID | Received Sender | Recipient | Size | Subject Filter
uj TESFFFE4425 04122009 06:3... stephart@aeromundovigie...  W@netzw... 789 KB email that his Fuzzy-Fiter
uj FOFO9GEASFY 04122009042, robert_maryjoza@adiamil...  w@netzw.. 2058 KE  "Buy CializViagr... Fuzzy-Fitter
uj G26F5495662 04122009001 ... tuyetkrysta  xr@ndby.com @netzw... 1,95 KE jRolexReplica ... Fuzzy-Filter
uj 284 C73EF403 03122009122,  sheleychapman@kichimail....  twl@netzw... 233 KE Die modizchen ... Fuzzy-Filter
uj FIBFFICEC... 03122009073, Sygal@tanisc.com i@netzw... 1,34 KE  Ihrem kortowor... Fuzzy-Filter
uj TDF2C7DM ... 03122009005, opalkaizer@edome:.com i@netzw... 1,41 KE  Der beste Preiz ... Fuzzy-Filter

Image: Spam Mails Queue

Find: You can search for specific mails in the Spam Mails Queue, as well as delete
mails listed there. In the list view, you can see the ID, the time the mail has
been received, the sender of the mail, it's recipient, and the size of the mail.
You can also sort the mails by their criteria, here. To do so, please click on the
column heading.

In: Restrict the search by searching for either the sender or the recipient of the
mail.
Deputy: Please select the e-mail address whose queue you are allowed to manage as

a deputy from the deputy list. Via the Settings section you can determine a
deputy who is supposed to substitute your own queues then.

3.2.1 Spam Mail Options

You have certain options to process the spam mail afterwards. Right click on a selected spam
mail to open the context menu.

[ Deliver (whitelist address)
a Deliver (whitelist Damain)

32 Delete

|2 Preview

Deliver:
The mail will be delivered immediately.



Deliver (Whitelist Address):
The mail will be delivered immediately and added to the address white list.
Deliver (Whitelist Domain):

The mail will be delivered immediately and the sender’s domain name will be added to the
domain white list.

Delete

Spam mails will be deleted automatically from the Spam Mails Queue after a period of 60
days. However, you can manually delete specific or multiple emails from the queue. To do so,
right click on the mail you want to delete and select the ‘Delete’ option from the context menu.

Preview

A preview of your mail allows you to first preview your spam mail before you decide to deliver
or delete the mail.

3.3 CISS Queue

~ When using the CISS filter, the sender receives an e-mail which must be
; /&ﬂ“ acknowledged, so that his/her mail to the REDDOXX user can be sent. The
Wom mail remains in the CISS queue until it is confirmed. You can browse the
= CISS queue if you are waiting for a certain mail and you can permanently
bypass the filter by adding the sender’s address.

CISS Queus

Search

Find: I i ISender

[
Deputy: I Mone j

ID | Received | Sender | Recipient | Size | Sukject
ﬁ_.j:r* SI4EE3074358 01122009 1735246 thomaz@homasub...  l@netzwer... B7G KE test

The search, deliver, delete, and preview options are consistent with those of the spam mail
options.

NOTICE

Mails (for example, newsletters), which have not been confirmed by the sender, can be
released by the REDDOXX user manually.



3.4 Archive 2.0

o
LT

Archive 2.0

All mails which are received or sent through the REDDOXX Appliance are saved to the
archive, and also those mails which meet the policies defined by the REDDOXX
administrator. In the archive, you have the capability to search for specific mails through
defined criteria, and are able to redeliver the mails to your mailbox. All mails found belonging
to the user in the archive, can be displayed in the archive window where further actions can
be taken on a mail.

3.4.1 Overview of the User Console (GUI)

Search Field ‘ Management ‘ Options ‘ ™

Q N o =S H &l = &

Find 3 Advanced query My Queries  Save query Manage queries Deliver messages Savemessage ShowHistory Categoryvoting  Start audit
Search Mails Manage Queries Select Addresses Message options
a |7 u‘] Archive categories Message time Subject _ Sender  Recipi.. Size Atta.. MS Archive time Store time
-} (@l Reddoxx Support || 23.05.201119:3%:54 Das GMX Kreditkarten-Doppel -n...  GMX... Alle... 36,69 KB 26.05.2011 11:10:25  26.05.2011 11:11:15
21.05.201100:08:28  Im Netz bin ich zuhause! GMX ... Alle ... 68,98 KB 26.05.2011 11:10:25  26.05.2011 11:11:15

20.05.2011 20:23:12
20.05.2011 00:44:51
19.05.2011 21:21:13
18.05.2011 10:33:27
18.05.2011 10:31:13
18.05.2011 10:28:20
17.05.2011 23:14:29
17.05.2011 17:35:12 wicglclOuing BaalieSdact £l Lesut DZRKE el Sl 13.05.2011 10:26:51

ST L= IO =i TIETE I IS 265.05.2011 11:11:15
125 | 26.05.2011 1L:11:15

125 | 26.05.2011 11:11:15

128 || 18.05.2011 10:33:47

Results Window 214 | 18.05.2011 10:31:47
121 || 18.05.2011 10:28:47

140 || 18.05.2011 10:26:54

Categories

16.05.2011 19:01:32  Tagesgeldkonto der Bank of Scotl... GMX... Alle... 37,11kB 18.05.2011 10:26:40  18.05.2011 10:26:51
15.05.2011 15:31:17  Last Minute-Uberraschung fiir Kra... GMX... Alle ... 9,43 kKB 18.05.2011 10:26:40  1B8.05.2011 10:26:49
13.05.201123:41:17  Fur Sie reserviert: 5.000 Euro Url...  GMX... Alle... 58,28 KB 18.05.2011 10:26:40  18.05.2011 10:26:51
13.05.2011 21:23:17  Nuggets Offseason Priority List ...  Bleac... krayt... 27,55KB 18.05.2011 10:26:40  18.05.2011 10:26:47
12,05.2011 23:21:37  Colorado Footbal: Buffs Sign Pro-... Bleac... krayt... 27,93 KB 18.05.2011 10:26:40  18.05,2011 10:26:49
12.05.2011 18:56:28  Orton's Good As Gone, Says Exp...  Bleac... krayt... 29,76 KB 18.05.2011 10:26:40  18.05.2011 10:26:49
12.05.2011 18:19:36  Sportlich, sportiich: Fitin den Fri... GMX... Ale... 35,64 KB 18.05.2011 10:26:40  1B8.05.2011 10:26:50
09.05.2011 20:05:44  Sofortkredit der CreditPlus Bank! ... GMX ... Ale... 36,92 kB 18.05.2011 10:26:40  18.05.2011 10:26:50

IPRPPPRPPRROOODPDRDRIF
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Overview of the Uéer Console

3.4.2 Performing an Archive Search

The search function in the archive is based on a full-text index. This means that upon
reception, the mails, including attachments, is immediately searched for individual text
patterns and these patterns are then catalogued and noted for future reference. When a
future search is performed, only the index will be searched, leading to a faster search result.

NOTICE

The following file formats are supported for full-text indexing:



All text-based documents and files.

Also note that embedded images inside a PDF documents, a fax for example, cannot be found using a
full-text search.

3.4.2.1 The Simple Search

A simple search (or standard search) allows the user the possibility to search the archive for
incoming and outgoing mails quickly and efficiently.

i % 2, Reddoxx MailDepat =.0| b4

Find %33 Advanced query

Search Mails

Search terms input

Enter one or more search keywords (or parts thereof), which should be found in the contents

of a mail (AND function). An OR-function search needs to be performed in the “Advanced
query” section.

Wildcard Characters

The input of a wildcard character is allowed in the middle or at the end of a word, but not at
the beginning of a word.

* (Star) Any desired number of characters will be observed.(also none)
? (Question Mark) Exactly one desired character.

Fields and Contents included in the search

Different fields and contents (including the attachments) are searched when a query is
performed. The fields related to the mail, for example the creation date, sender, recipient, all
recipients included in the cc field, are included in the search. If a search needs to be more
detailed and individual fields need to be included, then perform the search in the “Advanced
query’.



Search in Categories

4 -[¥| g Archive categories
4. |_ Ll Test Folder

J |_ {2l Google Alerts

------ I @@ Spamfinder

L i@ Reddoxx Support

Categories are defined groups of mails meeting certain criteria established by the REDDOXX
administrator. By selecting a category from the displayed category list, the user can limit the
query to one specific category. If a category is not specified, the entire archive will be

search

Search Limitations using addresses

Addre

ed.

S5E5 E| By default, the addresses used in a query, are those which are
assigned to the user whom is currently logged on to the user
console. (My E-Mail Aliases)

Select Addresses

X
m

-Mail Addr >
My E-Mail Aliases
W £ info@exmallz4.net
----- ¥ £ ciss@demo. reddos:.net
----- ¥ £ archivi@demo reddoz:.net
W &7 info@demo. reddox.net
----- ¥ £ archive@demo. reddoss. net
- I~ £ echo@derno, reddosc:. net
[ & User deputies
™ & Demo-User

Addresses for which the user acts as a deputy
need to be selected in order to be included in
any searches.



Manage Queries:

= - — Individual searches can be saved under
_f_.ig Q E “Manage Queries” to be used again at a
RN SN LIRS CR I Ol SRV later date or which can be changed to
- better optimize the given search.
Manage Queries

My Queries:
= Q Under “My Queries’, the user can view previous
____J searches that have been saved and activate the query to
Dy Ouiexscs RS SEICS Y run immediately.
(G} Elight Bookings
t (2] Hotel Bookings
&) Tech Support
| (3] Schools
Save query:
[ ﬁ If the same query is routinely performed, the
user can save it here and give the query a
Query name: name to be saved under “My Queries’.
I
[ (n]4 ][ Cancel
Saved Queries:
™ (=[5 Under “Saved Queries”, the user can add
_ folders to help organize their saved searches.

4 i3] Savedqu
-..(5) Figh (¢ Add Folder
y Hote | Delete Folder
J Tech
3 scho | Delete Query

| K ] | Cancel




Sa\red Queries

Saved Queries

=] E3

= ;]_ﬂ Gespeicherte Suchen
E@ Privat

o Add Folder
i Delete Folder

Q@, Delete Query

(04 | Zancel

Message Options

{~! Deliver messages  ffgj Category voting
H Savemessage E:,! Start audit

|5] show History

Message options

Deliver messages:

Appliance Manager

Selected messages delivered successfulby.

OK

By clicking on “Manage Queries”,
the user can add a folder
according to its search contents
or delete an existing folder or

query.

In “Message Options”, the user can
choose from 5 different actions to further
process a mail.

By selecting this action, the mail will be
resent to the recipient.

NOTICE

Mails imported via MSX-Agent will be delivered to the recipient as an .msg attachment..



Save Message

Speichern unter

Speichern in: IE‘ emailz j o A

Metzimerkumos BEE = IemaiH .mzg j Speichern

bung
vty | |  ttbrechen |
g

%

By selecting this action, the mail will be saved in .msg format to a chosen file with a
corresponding name in the network.



3.4.3 Show History

M
Timestamp Process Proces=sID
iﬂ 03.07.2011 16:16:59 Archiver
j] 08.07.2011 16:16:59 Validator
,;| 058.07.2011 16:16:56 POP3-Fetcher
08.07.2011 16:09:
Iil] 08.07.2011 16:09:30 SMTP-Client
Ij] 058.07.2011 16:09:19 Validator
,;u 03.07.2011 16:09:13 SMTP-5erver

Message archived.
Container: Default {E1C242F 7-13CE-4DEC-AF31-A43DA0SBESCD }

By selecting this option, the user can choose to view the technical history of a mail. By
clicking on an individual process, the user can view the logged details more closely.



3.4.4 Category Voting

™ =0 Eol (==
Categories Mails
4 [ Archive categories D Message time Subject Sender Recipient
4 -] Test Folder 391876D705... 18.07.2011 17:10:08  Einfach, schne L s PR
R - h Test Accept
4 -_| Google Alerts )
‘Lj 2004 Reject
- @@ Spamfinder
.l Bleacher Report Show Message
Show votes
1 [ KB g b

Close

A user, provided the user is a qualified controller in the category, can accept or reject a
category suggestion from other users under “Category Voting”. The user can also see a
preview of the suggestion, as well as view the current vote count.

For more details about the “Category Voting” function, please follow this link to our
Administrator Manual on the REDDOXX Support homepage:

http://support.reddoxx.net/manual/admin2027en/# _RefHeading__ 27531 2087378751

Accept: The suggestion to include this mail in the respective category is accepted.
Reject: The suggestion to include this mail in the respective category is rejected.
Show message: The message will be displayed in a separate window.



Show Votes:

- ~
M Voting state — l = | = |_ih_J
Voting state
Controller “ote Date
—tessses—  ACCepted 12.05.2011 18:32:47
Cloze

The current voting results will be displayed.



3.4.5 Audit Session

An Audit Session (Revision, Examination) allows authorized users access to selected mails.
An audit session is coordinated for a limited time by an administrator. The authorized user, or
auditor, is able to access the audit session from their user console. An audit is completely
detailed, in order to show who, when, and where a mail was accessed and on whose
authority the audit session was ordered.

Start Audit
™ =1 EE
Select audit session
Title Description
ﬁ Support Audit Process of an Audit

0K ] | Cancel

The audit sessions currently available will be displayed in the window. Choose the audit which
should be performed. Confirm the selection in the following pop-up window.



-

M Participants authentication

= | B |t

Participants authentication

Username

O
=

M

T —

Realm
local
local

Authenticated
Yes

Authenticate

{11}

[

Cancel

The audit will not begin until all participants have been successfully authorized for the audit
session. When all participants have been successfully authorized, the “OK” button can be

selected.

All participating users need to authenticate themselves by entering their password.

-
User authentication

=

Enter password:

J [ Cancel

Entering your user password is required before the
audit session can begin.

A pop-up window acknowledging the successful
authorization of the user will appear next.



begin. An audit session can be recognized by its yellow

My Queries

The audit session will now
background.
Q Qoml x| ¢
L/
Find 3y Advanced query
Indude deleted mails
Search Mails
a.[” (g Archive categories T Message time Subject
4T ] Test Folder &1 08.07.201116:09:17 Test
P il Test (& 08.07.201116:06:09 Test
W QIQ g”g'e A';”j &) 18.05.201110:3327  spamtest
pamfinder
i | 18.05.2011 10:31:13 test
" fig Bleacher Report t S
@ 18.05.201110:28:20  spam test
[ 06.05.201117:00:47  AW: Test
&) 06.05.201117:00:18 Test
&) 26.04201117:09:13  MailSealer test
[ 26.04201115:14:51 Re: Testagain
&)  26.04.201115:13:59 Testagain
% 26.04.2011 145307  AW: Test
26.04.2011 14:52:21  Test
19.04.2011 16:32:55  test

By clicking on “End Audit” in the upper right hand corner, the user console display will return

to its normal layout.

5.

Manage Queries

6w
w

R EEREEEEEEREEE.

a
=y

Save query Managequeries

ISR i L BT ik P R T

Addresses E| i Deliver
B savemessage
B showiHis
Select Addresses
Size Afta.. MS Archive time
520 Byte 08.07.2011 16:09:19
3,16 KB 08.07.2011 16:07:07
524 Byte 18.05,2011 10:33:28
524 Byte 18.05,2011 10:31:14
527 Byte 13.05.2011 10:28:21
1,66 KB 056.05.2011 17:08:14
535 Byte 06.05.2011 17:00:19
635 Byte 26.04.2011 17:09:15
3,92KB 26,04.2011 15:21:48
530 Byte 26,04,2011 15:14:00
1,66 KB 26.04,2011 15:01:18
535Byte 26.04.2011 14:52:22
533 Byte 19.04.2011 16:32:57

Messages @ Category voting

24 End audit

Message options

Store time

08.07.2011 16:09:57
08.07.2011 16:07:57
18.05,2011 10:33:47
18.05.2011 10:31:47
18.05.2011 10:28:47
06.05.2011 17:08:28
06.05.2011 17:00:28
26.04.2011 17:10:06
26,04,2011 15:22:05
26.04.2011 15:14:05
26.04.2011 15:02:05
26.04.2011 14:53:05
19.04.2011 16:33:17



3.4.6 Categories

4-[¥ g Archive categories

‘E. V| {_| Google Alerts
. v g Spamfinder
...V [ Reddoxx Support

have the authority to create categories.

The categories defined by the
administrator will be displayed for
every user, as long as the
respective user has the necessary
access rights to view the category.
Categories make the overview of
the archive easier for the
administrator and the users. If so
configured, mails found in certain
containers can be made available
through the category. Users do not

For further information to category creation and administration, follow this link to our
Administrator Manual on the REDDOXX Support homepage:

http://support.reddoxx.net/manual/admin2027en/# __RefHeading__ 27531 2087378751

A double click on a category will allow the user to view all messages found under the
category. Searching in a category can be found in this handbook under Chap. 3.4.2.1.

3.4.7 Results Window

L Message time Subject Se.. Re.

29.07.2011 00:23:41

e [0 Show Message

All...

(& 28.07.201118:39:40 ...
_E@ 2B.07.2011 170259 ] H Save message
et 26.07.2011 235350 C o Ir...
by Save Mailsealer message
fo  2607.2011222351 ¥ | ; b
(3 26.07.201121:2454 y [ Deliver messages ..
[= 26.07.201118:2449 E [ Deliver messagesto... s
(o 23.07.201114:27:36 ¢ )
-_.3 Details
(& 23.07.201100:56:08 C Ir...
{4 2207201230745 1  Suggest for Category -
(8 2L07.01123:2%6:25 E Assign to category ... b
o 20.07.201118:51:34 [ i .
(3 2107011181807 § | SEMOveITom category ...
{4 20.07.201119:45:21 Hunger in Ostafrika: Helfen Sie d...  G...

| [ 20.07.201116:42:09  Automatischer Spam-Report Bim IS

Size Afta.. MS  Archive time

31,07KB
36,81KB
26,53 KB
16,51KB
16,51KB
31,11KB
61,89 KB
27,35KB
54,54 KB
78,05 KB
35,69 KB
27,99 KB
15,24 KB
13,70KB

Store time

29.07.2011 14:31:36
29.07.2011 14:31:33
29.07.2011 14:31:31
29.07.2011 14:31: 23
29.07.2011 14:31:26
29.07.2011 14:31:25
29.07.2011 14:31:25
29.07.2011 14:31:22
29.07.2011 14:31:19
29.07.2011 14:31:18
29.07.2011 14:31:14
29.07.2011 14:31:12
29.07.2011 14:31:09
29.07.2011 14:31:08
29.07.2011 14:31:07

29.07.2011 14:32:24
29.07.2011 14:32:24
29.07.2011 14:32:24
29.07.2011 14:31:28
29.07.2011 14:31:28
29.07.2011 14:31:26
29.07.2011 14:31:28
29.07.2011 143126
29.07.2011 14:31:26
29.07.2011 143120
29.07.2011 14:31:26
29.07.2011 14:31:26
29.07.2011 143120
29.07.2011 14:31:20
29.07.2011 14:31:25


http://support.reddoxx.net/manual/admin2027en/#__RefHeading__27531_2087378751

The mails meeting the criteria given in a query, by selecting a category, or which meet the
display time will be shown in the “Results Window”.

Incoming Mails: Mails marked with a green arrow are classified as incoming mails. An
incoming mail is defined as a message coming from an external sender addressed to an
internal domain.

Outgoing Mails: Mails marked with a red arrow are classified as outgoing mails. An
outgoing mail is defined as a message sent from an internal domain (a trusted network) to an
external recipient.

MSX Agent Mails: Mails imported through the MSX Agent are marked with an envelope.

MS Outlook Mails: Mails imported through the OutlookAddIn are marked with a Microsoft
Outlook symbol.

By right clicking on a mail in the list, the user will be presented with the following options.

Size Afta.. MS  Archive tir

Subject o R

g =/ Show Message ..  31,07KB 29.07.201
¥k B Save message ll...  35,81KB 29.07.201
O Save Mailsealer message ki PR
W _ ) 16,51 KB 29.07.201
W [« Deliver messages 16.51 KB 28.07.701
Br (= Deliver messagesto... 31,11KB 29.07.201
Gl Details » [0 Show History ﬁl
]l 1
Tt Sgggegt far Categnw Shﬂw SMTP REC'plEﬂtS LD].
Bl Assign to category ... 28,05 KB 23.07.201
O - . iz 35,09 KB 29.07.201
Remove from category
Br RS 2799 KB 29.07.201




3.4.8 Show message:

m Message Preview o |[B ][5
Eile Extras
Message Preview AﬂaCh ments
Subject: Support Mail ﬁgBuiId-ZDE?-Be... 32,83 KB
From: \Z|Installation In... 22,50 KB
L Header Data J [ INewOSTest... 23,00k8
Date: 03.08.2011 14:31:46 @smime.p?s 2. 00KB
Here is the information that you requested.
Greetings
Message Body
File: Close the message preview.
Extras: Save or deliver the message. For further information, see Chap. 3.4.2.3 in this
handbook.
Header Data: Here you find the most important data of the header of the message.
Attachments: Here the user can see the attachments found which were attached to the

message. By right clicking on an attachment, the user can choose from the following:

Open: Opens the respective attachment. In order to successfully
open the attachment, the correct software for the format of the attachment
needs to be available on the host computer.

Open with: Opens the attachment. The user can choose with which
software the attachment should be opened.

Save attachment: The attachment can be saved to a file in the network.

Message Body: The contents of the message will be displayed in this field.

Save message: Explained in Chap. 3.4.2.3.



Save MailSealer Message

An encrypted mail will be saved unencrypted. The method is the same as you would
under “Save Message”.

Deliver message
Explainer in Chap. 3.4.2.3.

Deliver Message to
The recipient of a message can be entered.

R.ecipient:
support@reddoxx.net]
[ O ] | Cancel |
Details
Show history: Explained in Chap. 3.4.2.3.

Show SMTP recipients: The recipients of this message will be shown.



3.4.9 Suggest for or Assign to Category

™ [E=8 | HEH| =)
Categories
Category: nfa

4 i3 Archive categories

4 -] Google Alerts

. ~{ggl Spamfinder
ity Bleacher Report

QK ] ’ Cancel

Suggest for Category:

The category for which the mail should be suggested can be chosen here. The user needs to
have the correct access rights to suggest a mail for a category.

Assign to Category:

The category to which the mail should be assigned can be made here. The user needs to
have the correct access rights to assign a mail to a category.



3.5 MailSealer

With the integrated REDDOXX MailSealer, you are able to encrypt your
-r} mails quickly and simply. An encryption strength of 256 bit AES is used for
encryption purposes.

MailSealer
Add a Passphrase

If you would like to encrypt the entire mail traffic directed to a specific e-mail address, you
proceed as follows:

Right click in the list. Select ‘Add Passphrase’ from the context menu.

Mailsealer Passphrase

E-mail address |

E'.::J add Passphrase
E Edit Passphirase
x Delete Passphrase

Enter the respective e-mail addresses and the corresponding passphrases. If you want to
apply the encryption immediately, check the ‘Active’ box.

Mailsealer Passphrase

E-hdail Address: Ireddnxx @z e Sane
Encryption Passphrase: Ipasswurd4userﬂ1 Cancel
¥ Ative

All mails being sent to the e-mail address configured will be encrypted automatically.

Mailsealer Passphrase

E-mail acdress
B reddoo @gr.de

Edit Passphrase

In the future, if you would like to send e-mails to a specific address unencrypted, you proceed
as follows:

Right click on the e-mail address you want to edit and select the ‘Edit Passphrase’ option
from the context menu.

Clear the ‘Active’ box and confirm with ‘Save’.



3.6 User Settings

: ‘:'— In the User Settings section, you can adjust your user profile, your e-mail
Cz‘v\; address, the settings for your daily queue report, the layout of the Appliance

Usersettings | Mi@nager, as well as change your password.

3.6.1 User Profile

Profile | E-Mail Aliases  Filter lists

Ilzer Profile
Gl Thems: lOfﬁceEDD? Blue _:l Enable auto logon
Feport Language: =13} - v Uze HTHL hiail
Default Archive display periode: |1III ﬁ'} days ¥ Enable Gueue Report

Apply Settings |

Change Passwiord

Ol pazsword: I

Mewy password: I

Corfirm new passward: | Change Pazsword

GUI Theme: Select a skin for your Appliance Manager.

Report Language: Select the language for your daily queue report. You can choose between
English and German.

Default Archive display period:

Initially the archive list shows the mails which have been archived within
the specified time period. A longer time period can be looked up at any
time using the search function.

Enable auto logon:

Allows the user to log on to the Appliance Manager automatically, without
typing in the password again. The password is stored on the Appliance.

Use HTML Mail: Check this box if you want to receive the queue report in HTML format.
Enable Queue Report:

Check this box if you want to receive the queue report, including a list of
spam mails, on a scheduled basis.

Change Password: Here you can change the login password. Specify your old and your
new password, and click the ‘Change password’ button.



3.6.2 E-Mail Aliases

E-mail aliases are e-mail addresses which are assigned to a specific user. This user can
manage all e-mail addresses that are assigned to him/her. In the management section, you
can activate the filtering of spam per e-mail address (default) as well as define a deputy for
your own e-mail address.

Profile | E-Mail Aliases | Filterlists
E-Mail Addresses

E-mail addrezs | Fitter prafile | Deputies
M manual@hermzdorf. (2 Default-Filterprofile

[ Edit
ﬂ Delete

?EJ Set primary address

Add a new E-Mail Alias

Since the Appliance recognizes new e-mail addresses automatically, it is not necessary to
add new e-mail aliases manually. If you want to prevent the filtering for a specific e-mail
address, you need to add a new e-mail alias manually. If you do not add it manually, and wait
instead for the Appliance to recognize the new e-mail address automatically, the filtering of
this address will be carried out instantly. To add e-mail aliases manually please proceed as
follows:

Right click in the list and select ‘Add’ from the following context menu.

Profile | E-Mail aliases | Filterlists
Add E-Mail Address

E-Mail address: | Pleaze enter the e-mail address to he
| registered. Atention: a corfirmation e-mail

Reguest 10 will be zert to thiz address!

Send Fegquest Cancel

E-Mail address:

Enter the new e-mail address and click on ‘Send Request'. You will then receive an e-mail at
this address.



Frarmn: Sent: Mo 03,08.2009 09:20
To:

e
Subject:  Werification of an email address

[+

Email address to wverify: Jjohnigreddoxx.com
Werity-ID: 2268

Flease insert this Werify-ID into the REDDOMX Software to wverify
the e-mall alias!

Image: Verification E-Mail

Request-ID: To prevent third parties from accessing the new e-mail address, a security check
is necessary. Please enter the Verify ID that you find in the mail which you have received from
the Appliance, and click on ‘Send ID’.

Profile | E-Mail Aliases | Filterlists
add E-Mail Address

E-Mail address: Ireddnxx@test.mrn Pleasze enter the [0 here, which
haz been e-mailed to the new
Request 1D: |?3?35| el acdress!
Send D Cancel |
I E-mail address | Fitter profile | Deputies

Image: Verification of the new E-Mail Alias using the Verify ID

You can activate or deactivate the filters for your e-mail alias. Furthermore, you can define
deputies, so that other users can manage the queues of this e-mail alias under their account.

Double-click an e-mail alias in the list to edit the settings.

Profile | E-Mail Aliases | Filterlists
E-Mail Addresses

Deputies E-Mail &ddress: I_@reddaxx.cnm

Lzerhame | Realm Prafile:

r G jocel
ooglemail.com lacal

I__g 4 Save Cancel

[T info+zobelhouse.com local

IDefaurt Fitter |

[T reddoe: local
[ =f-admin local
G cca

Image: Edit E-Mail Alias



Deputy: Select a user from the list of deputies who should be allowed to manage this e-
mail address. The deputy can then access the spam queue and the archive.

Profile: From the Profile field you can also select ‘No Profile’. Mails sent to this address
are not filtered any longer. After an automatic recreation of an e-mail alias, this
alias will always be assigned the Default Profile.

Click ‘Save’ to finish editing the settings. The changes are instantly active.

3.6.3 Filter Lists

In the filter lists, it is possible to set addresses, domains, and subjects to trusted and
untrusted.

Profile  E-Mail Aliases EFiIterIists;

EAddressWhiteJist? Address Bladdist Domain Whitelist DomainBlacklist Subject Whitelist  Subject Blacklist

Address

Malicl Lkl

o8 Add Address
E-j’ Edit Address
a Delete Address

There are different types of filter lists to choose from:

Address Whitelist: E-mail address is trusted.

Address Blacklist: E-mail address is untrusted.

Domain Whitelist: E-mail domain is trusted.

Domain Blacklist: E-mail domain is untrusted.

Subject Whitelist: E-mails with this subject are trusted.
Subject Blacklist: E-mails with this subject are untrusted.

You can add, edit, and delete whitelist- and blacklist entries.



Add Whitelist

| Address Whitslist ! Address Bladdist DomainWhitelist DomainBlacklist SubjectWhitelist —Subject Blacklist

E-Mail ddress: | Save

il

Description: I Cancel

E-mail address: Add the e-mail address of a trusted sender.
Description: A description can be given.

Add blacklist

Address Whitdist  [[E¥f{4 Bladdist! Domain Whitelist DomainBlacklist Subject Whitelist  Subject Blacklist

E-Mail Address: ||

Description: I Cancel |

Action: I Cuarartine j

“Valid until |pa.06 2019 R
Email address: Add the e-mail address of the sender you want to block.
Description: A description can be given for this entry.
Action: Which action should be performed if the above given address

matches.

There are 3 types of actions from which to choose:

Quarantine: The e-mail will be moved to the quarantine list.

Tag: The e-mail will be delivered to the recipient with a flag in the
subject line.

Decline: The e-mail will not be accepted from REDDOXX. Therefore a non-

delivery e-mail is sent back.

Valid until: The validity of this entry is defined.



NOTICE

Domain and subject filter lists are configured with the same procedure.

3.7 Logoff

By clicking the ‘Logoff symbol, the connection to the Appliance will be closed. The Login
window appears in order you to be able to log in again or also under another username.

4 The REDDOXX Outlook AddIn

The REDDOXX Outlook AddIn integrates the REDDOXX user console with MS Outlook. It is
launched with the start of MS Outlook. The main difference to the user console or the web
interface is the ability to archive mails from your mailbox directly to the REDDOXX MailDepot.
Furthermore, there is a feature which allows the user to add a spam sender to the blacklist.
Most of the feature sets are the same as the feature of the user console.

NOTICE

The Reddoxx Outlook AddIn is supports only MS Outlook. Other mail clients such as Outlook Express,
Lotus Notes or Thunderbird are not supported.




4.1 Installation of the Outlook AddIn

1. Download the setup file under the URL.:
http://support.reddoxx.net/downloads.php

2. Launch the setup with a double click on the <.msi> file. A welcome screen appears.

=

Welcome to the Reddoxx
Outlook AddIn (2028-Beta)
Setup Wizard

The Setup Wizard will install Reddoxx Outlook AddIn
(2025-6eta) on your computer, Click "Mext™ to continue ar
"Cancel” to exit the Setup Wizard,

< Back [ Mext = ] [ Cancel

3. Continue by clicking “Next”.

NOTICE

MS Outlook must be closed before beginning the setup. Make sure the MS Outlook process is not
listed in the task manager process list.


http://support.reddoxx.net/downloads.php

i o

1 =]

End-User License Agreement H‘
Please read the following license agreement carefully
REDDOXX
End User License Agreement for REDDOXK -~

This license agreement shall be concluded between the end customer and the |_|
company REDDOXK GmbH. K’ pertains to a license - not a purchase - agreement. The
REDDOXK product REDDOXX, consisting of hardware and software components,

shall be supplied according to the following license agreement, which stipulates the

end customer's rights in regard to the product. The use of an Internet Homepage
(hosting), which ghall be made available to faciltate the use of REDDOXX, is alzo
regulated in =aid agreement.

l. General Points

(7)1 accept the terms in the License Agreement

i@ I do not accept the terms in the License Agreement

Advanced Installer

4. Read the end user license agreement and click on “Next” if you agree to the terms.



i o

1 (=] & =]

Select Installation Folder H‘
This is the folder where Reddoxx Cutlook AddIn (2028-Beta) will be installed.

REDDOXK

To install in this folder, dick "™ext™, To install to a different folder, enter it below or didk
"Browse",

Folder:
C:'\Program Files\Reddox, Browse. ..

Advanced Installer

[ < Back ][ Mext = ] [ Cancel ]

5. Choose an installation folder of your choice and continue with “Next".

i "

i B

Ready to Install H‘
The Setup Wizard is ready to begin the Reddoxx Outlook AddIn (2028-Eeta) insta

REDDOXX

Click "Install”™ to begin the installation. If you want to review or change any of your
installation settings, didk "Back”™. Click "Cancel” to exit the wizard.

Advanced Installer

< Back ][ '&'Insmll ] [ Cancel

6. The Setup Wizard is ready to install. Click on “Install® to start the installation.



Completing the Reddoxx
Outlook AddIn (2028-Beta)
Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

< Back Cancel

7. The installation has finished. Click on ,Finish“ to exit the set-up process.
8. You may now launch MS Outlook.

4.2 Outlook AddIin Menu Overview

After launching MS Outlook, a REDDOXX button appears in the symbol bar. Additionally, you
can see in your mail box navigation tree a new folder named Reddoxx Outlook Addin.

i Posteingang - Microsof B (855 Postfach - Thomas Uhl

! Datei Bearbeiten Al '%I Entwiirfe

e \a] Geldschte Ohjekte

- . 5 3 —

PadNey - dm g X (3 Gesendete Objekte

: ’w REDDOXX _ [ @ Junk-E-Mail

—— [[3] Postausgang

E-Mail L'E Posteingang
| Reddowmx Dutlaok Addln
[ ReS-Freds
Image: Reddoxx Logon Button Image: Reddoxx Folder

With a click on the REDDOXX button or a click on the Reddoxx folder, the login screen



appears.



4.3 REDDOXX Logon

i Pn REDDOX B
E-Mail « || Reddox Outlook Addln - Hauptform
Favoritenordner *

Fiehen Sie die Favaritenardner hi
iehen Sie die Favatitenardner hier| REDDOX Appliance Lagon

E-Mail-Ordner & Appliances found

2] Alle E-Mail-Elemente -

[ 24 Postrach _
7] Entwiirfe
(5] Geldschte Objekte
[ Gesendete Ohjekte
[ Junk-E-Mail
[E Postausgang
ij Posteingang (1) Hostname: I j
[ Reddoxx Outlook Addln

[ Res-Feeds i
L2 suchardner Username: IEnter Usernane
Passwond: ||
Realm: I j
Language: IEninsh j

Save password

NOTICE

The logon process is the same as to the User console logon detailed in Chap. 2.



4.4 The REDDOXX Menu

The design of the menu is similar to the user console. The difference is the menu items are
shown horizontally on the bottom of the screen, instead of vertically on the left.

I

REDDOXX

L Y S I

OutgoingMails Spam Mails CISS Queue Archive 2.0 MailSealer User Settings Abmelden

| Connected

NOTICE

The menu items are the same as the user console menu items detailed in Chap. 3.



4.5 Message Archiving

You can retroactively archive mails or a complete folder from your mailbox to the REDDOXX
Appliance.

1. Login to the REDDOXX Appliance.
2. Select the mail(s) from your mailbox and folder you wish to archive.

LY Inbox

|S-‘:a|'-:l'| Inbox pe v| ¥

|Click here to enable Instant Search |
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Image: Message archiving

3. Right click on the message you wish to archive. The context menu opens and shows
the following options:

* Archive the selected message

* Archive the selected folder



NOTICE

If you choose “Archive folder®, each mail found in the selected folder will be listed in the archive
window. Consider this if you are planning to archive thousands of messages because this can take

quite an amount of time. All other options are the same as “Archive message”.

Before the archiving process starts, all selected e-mails are listed.
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Mo\re tem to folder .. .
Delete tem
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Image: Archive messages window

You can choose from the following options in the archiving window.

Action after archiving:

Move item to folder: After archiving has finished, the folder is moved to the specified folder.

Delete item: The message will be deleted when the archiving has finished.
None: No action is taken after archiving.

Max. size (MB): The size limit in mega bytes of a single message until it is archived.
Start: Starts the archiving process.

Close: Closes the archiving window.

During the archiving, the user can view the progress bar.

B Message Archiving - Archiving selected items. ot |D|ﬂ
Archiving options
Action after archiving: Marie j M size (MEY |_ﬂ E Start Close |
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Image: Archiving messages dialogue with progress bar



4.6 Blacklist an e-mail manually

If an e-mail was not filtered by the appliance, you can manually set the sender address on the
appliance’s blacklist.

1. Select the e-mail and right click.
The context menu opens.
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2. Click on “Add sender to blacklist".

The sender of the selected e-mail is shown in a new window for confirmation.



Add to blacklist |
Crpkions

1 addresses
[v] Tabatha Granger Blissanmsil.com

Add Cancel |

3. Blacklist domains:

You also can block the complete domain if this option is enabled by the appliance
policies. Contact your administrator if you need to have this feature enabled.

4. Click on ,Add".
The sender is now added to the blacklist. The window closes.



5 Glossary

A
ABL Filter:

Address Blacklist Filter — checks the sender address against a list maintained in the Spamfinder.
The entries can be made both individual user-related, as well as company-wide. The lists are
maintained manually by the administrator or the user.

Advanced RBL Filter:

Advanced Realtime Blacklist Filter - All email servers involved in the transport of the incoming mail
are checked against public blacklist servers. We do not assume any guarantee for the function of
the selected blacklist servers as well as the absence of errors in the listed entries on the blacklist
servers.

Appliance:

The REDDOXX appliance is the basic component of the REDDOXX program. There are several
variants of the REDDOXX Appliance and there are both hardware and virtual appliances
available. This ensures that the demands of all sizes of companies and e-mail traffic are optimally
covered. Observe the warning and safety notices!

AWL Filter:

Address Whitelist Filter — checks the sender address against a list maintained in the Spamfinder.
The entries can be made both individual user-related, as well as company-wide. Some filters
update this list automatically. The lists can also be administered manually by the administrator or
the user.

Bayes Filter:

Via a content check, the Bayes filter determines the spam probability. Spamfinder automatically
defines the word lists. We do not assume any liability for false detection.

C
CISS:

Confirmation Interactive Site Server, in short CISS, is a unique, multiple stage control process,
which ensures the permanent exchange of wanted mails between sender and receiver. Intelligent
authorization of the sender by means of CISS (registered for patent), a unique
challenge/response-functionality.



CISS Filter:

Confirmation Interactive Site Filter — This filter ensures that the sender is a human sender. For this
purpose, a corresponding Internet page is provided via the Spamfinder portal, which is accessible
in the Internet. The availability of the Spamfinder portal is at least 98.5% per year.

Cluster:

A cluster denotes a number of networked computers. These networked computers are available
for parallel processing. Partial tasks belonging to a task are processed. Contrary to parallel
computers, the load distribution takes place on the level of individual processes started on one or
several machines in the cluster. Therefore you do not require parallel software or special
operating systems, but instead a scheduler which assigns the partial tasks to the individual
computers. Alternatively, clusters are also used to increase the availability of systems.

Console:

Software component with which the REDDOXX Appliance is controlled.

D
DBL Filter:

Domain Blacklist Filter — checks the sender domain against a list maintained in the Spamfinder.
The entries can be made both individual user-related, as well as company-wide. The lists are
maintained manually by the administrator or the user.

DMZ:

A DMZ means Demilitarized Zone. ADMZ is an intermediate network that is formed at network
interfaces but does not belong to either of the networks. It represents an inherent network which is
not as heavily secured as the network that is to be protected. With simple security gateways, a
DMZ is usually generated at a third interface of the package filter. If the security gateway consists
of an application level gateway-package filter, a different interface of the application level gateway
(ALG) usually serves as the DMZ interface. If package filters or ALG have more than three
interfaces, an additional DMZ can be formed.

DNS:

The Domain Name System (DNS) is one of the most important services in the Internet. The DNS
is a distributed database that manages the name space in the Internet.

Domain:

A domain is a coherent section of the hierarchic DNS name space. Starting from its domain name,
a domain always comprises the entire subordinate tree structure.

DWL Filter:

Domain Whitelist Filter — authorizes the sender domain against a list maintained in the
Spamfinder. The entries can be made both individual user-related, as well as company-wide. The



lists are maintained manually by the administrator or the user.

F

Failover:

A failover denotes a technology in the IT sector which serves to keep data and services always
readily available.

Host name:

The host name of the REDDOXX Appliance in the network.

L
LDAP:

LDAP (Lightweight Directory Access Protocol) is a network protocol applied for so-called
directories. It handles the communication between the LDAP client (e.g. with a mail server or a
digital address book) and the directory server. It offers all log-specific functions required for such
communication: registration on the server, the search query and data modification.

M
Mail Hop:

A mail hop is when an email is transferred from one server to another. Each of these servers is
considered to be a mail hop.

NBL Filter:

Network Blacklist Filter - checks the IP address of the email server against a list maintained in the
Spamfinder. The entries can be made both individual user-related, as well as company-wide. The
lists are maintained manually by the administrator or the user.

NWL Filter:

Network Whitelist Filter - checks the IP address of the email server against a list maintained in the
Spamfinder. The entries can be made both individual user-related, as well as company-wide. The
lists are maintained manually by the administrator or the user.



OS:

Operating System.

Q

Quarantine:

For all authorized users, the REDDOXX Appliance contains quarantine mailboxes, which can be
configured individually. Together with the achieved false positive rates, this feature enables you to
reach conformity with the valid laws.

R
RAID:

A RAID system (Redundant Array of Inexpensive Disks, aka Redundant Array of Independent
Disks) serves to organize several physical hard disks of a computer to form a powerful and safe
logical drive.

RBL Filter:

Realtime Blacklist Filter - The sending email servers are checked against public blacklist servers.
We do not assume any guarantee for the function of the selected blacklist servers as well as the
absence of errors in the listed entries on the blacklist servers.

Realm:

A realm is similar to a domain in which the user authenticates him/herself. (Also see the chapter:
"User Administration - Login Configuration")

RVC Filter:

Recipient Verify Check Filter - To protect the local email server from "spam floods", the recipient
address is checked by asking the respective email server, whether the recipient is known. This
function is currently available for Microsoft Exchange Server as of version 5.5.

S
SBL Filter:

Subject Blacklist Filter — Checks the email subject against a list maintained in the Spamfinder. The
entries can be made both individual user-related, as well as company-wide. The lists are
maintained manually by the administrator or the user.



SMTP:

Simple Mail Transfer Protocol. This protocol formats an email with more information than just
sending the mail "as is". The protocol has several functions. On the one hand, SMTP lets your
emails go straight to the receiver, on the other hand, SMTP enables routing your emails via
different servers, so-called MTA (Mail Transfer Agents), to the recipient. Almost all email clients
use this protocol to send electronic mail.

SRC Filter:

Sender Receive Check Filter - Checks whether the sender accepts an incoming mail. False spam
detection, e.g. with newsletters or other automatically generated emails, cannot be completely
ruled out, but can be prevented by making the respective entries in the positive filter lists.

SWL Filter:

Subject Whitelist Filter — Checks the email subject against a list maintained in the Spamfinder.
The entries can be made both individual user-related, as well as company-wide. The lists are
maintained manually by the administrator or the user.

T
TCPI/IP:

Transmission Control Protocol / Internet Protocol. TCP/IP is the protocol that controls the
connections/data exchange between computers in the Internet. When transmitting information,
TCP divides the sent data into small packages, gives them a check sum (transmission safety) and
numbers them consecutively (to ensure that the packages are reassembled again in the correct
sequence). The TCP packages also contain the addresses of sender and receiver (IP addresses).

\'

Virus Scanner:

The virus scanner checks the attachments of all emails for viruses. Packed files are temporarily
unpacked and checked. Emails in which a virus is detected are saved in the quarantine section.
Only the administrator has access to quarantine section. The Spamfinder obtains the virus
signatures directly from the scanner manufacturer (ClamAV). REDDOXX does not assume any
guarantee for the topicality of the signature files, as well as the availability of the signature server.
REDDOXX does not assume any liability for damage caused by undetected viruses.
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