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Quick guide for the REDDOXX POP3 and bridge configuration

Content

1 Operating modes
1.1 Standard mode
1.1.1 Configuration for receiving e-mails via POP3

1.1.2 Configuration for sending e-mails via SMTP

1.2 Bridge mode
1.2.1 Configuration and activation of the bridge mode

1.2.2 Connecting the appliance for using the bridge mode
1.2.3 Bridge policies

2 Managing users
2.1 Logging on to the user console
2.2 Message queues

1 Operating modes

The REDDOXX appliance can be used in two different operating modes as of build 1024 - in
standard mode and bridge mode.

1.1 Standard mode

In standard mode the REDDOXX appliance is connected via a LAN interface (LAN-1).
1.1.1 Configuration for receiving e-mails via POP3

Please configure the login information to your POP3 mailbox in your mail client as follows.
Please keep in mind that the form of your account name has to be modified.
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myaccount@web.de Properties [ 2] |

Gereral Servers |En:nnnec:tin:nn| Sec:urit_l,ll .ﬂ.dvancedl

Server Information

My incoming mail server iz a IP'EI P3 FEIVEL

Inzorming mail [POF3): Ireddu:u:-::-:

Outgoing mail [SMTP]: Ireddu:u:-::-:

|nzoming kail Server

Account name: Imyaccuunt@wel:u.de

Pazsword: qu"
[+ Femember password

[ Log on using Secure Password Authentication

Outgoing k ail Server

[ by server requires authentication Sethirms, |

k. I Cancel Lpply

Image: Configuration of an email client for using POP3 via the REDDOXX appliance.

inbox/ : Host name or IP address of your REDDOXX appliance.

outbox

Account name : The account name is made up of the actual login name plus the host name
of your provider’s POP3 server.

Example:

Your e-mail address is: myaccount@web.de
The according login is: myaccount

POP3 server is: pop3.web.de

This is the new account name that results from the information given above:
myaccount@pop3.web.de

Please use this compound account name for logging on to your REDDOXX appliance via POP3.
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1.1.2 Configuration for sending e-mails via SMTP

Authorisation for sending e-mails

In order to send e-mails it is necessary to have the sending stations on the REDDOXX appliance
activated. You can configure this in SMTP preferences — local networks.

=] REDD O Metvwork Metmask
=@ Appliance configuration Ha 1722017 255,265 255 255
..... 3 Network seftings i 172 20— 266266 266 265
..... @ Eridge policies 172.20 265 265 265 265
..... (4 Seftings Fa 17220 7 ed 255 266,255 255
[ SMTP seftings g 17220 08 Delte 255,265,265 2655
----- 1;5 Lacal internet domains P 17220188 266 266 265 2645

My Local networks T 17220137 266 266 266 265

Add the network that you want to allow for sending e-mails via SMTP on the REDDOXX
appliance. Specify separate stations (IP addresses) in the subnet mask field by typing in
255.255.255.255

ENREDDOXX IM=] E3
Metvaokl:
Subnet mask: |255.255.255.255
| (0] 4 I Cancel

Please restart the service ‘SMTP server’ then.
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Sending e-mails via a relay

If you do not use a static IP address, REDDOXX is forced to send e-mails to the internet via a
mail relay. Please type in the relay information that you obtained from your internet provider in
PREFERENCES according to the following image.

ENREDDOXX IM[=] E3

General | SMTP | POP3 | Limits | Queues dvanced |

M TP relay
Relay host: Isrmprela'_-.-'.m'_-.-'prwider.mm
Uzernarmne: Im'_-.-'an:cu:uunt
PESSWDr’dZ Ix:x:x:x:x:xl
—Walicdstor
Usze buitt-in profile: v

Mz threads: |1 1]

—Default dizplay period

Sparfinder gqueles: 30 days

hail Depat list: 5 days

—Dwrnamic ip blacklist
Enable dynamic ip blacklist: v [ Requires a licenze of Spamfinder)

Ok I Cancel

1.2 Bridge mode

The advantage of using the bridge mode is that there is no need to adjust your existing
infrastructure in order to both retrieve your e-mails via POP3 and send them via SMTP.

1.2.1 Configuration and activation of the bridge mode

Please connect your appliance via the LAN-1 interface according to the information given in
standard mode, first. Connect to the admin console on your appliance and activate the bridge
mode in network preferences.
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=P REDDOH
-3 Spplisnce configuration

IR [t settings

----- g_ Bridge policies

----- LL; Settings
-2 SMTP seftings

[= E3

General  Metworlk | Riouting | Tirne Server |

—LAN 1
IF address: |21 7713410

Subnet mask: |255.255.255.224

LAk 2
IP address: I

Subnet mask: I

—Eridge mode
Enable bridge mode: I

o] 4 Cancel

The REDDOXX appliance has to be restarted then.

When operating in bridge mode the TCP connections of the ports for SMTP (25), POP3 (110) and
POP3s (995) are being intercepted and processed by the REDDOXX appliance. All other
protocols will be routed in the original way.

1.2.2 Connecting the appliance for using the bridge mode

In bridge mode the appliance is set up physically between the internet gateway (firewall/router)
and the subsequent switch. You connect the gateway with the LAN port 1 and the subsequent
LAN (switch) with the LAN port 2. Please keep in mind that the internet connection will be lost
for a short time during the physical connection process.

The entire internet traffic will be processed by the appliance now.
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Image: Ports of the REDDOXX Basic appliance

1.2.3 Bridge policies

In the appliance configuration you can find the item bridge policies. Here you can define the
policies that exclude certain members (mail clients) or internet mail servers from proxy mode.
This means that the internet traffic for these members is being processed unconsidered and
unaltered.

ENREDDOXX IM=] E3
Source: |H.;.S¢ j |1:-'2.19.24.51
Destination: |y = po00m
Action: IB azs vI
Description:
| (0] 4 I Cancel I

Source: s aclient in the internal network, all networks or a certain network

Target: is the provider whose IP address has to be entered here, all networks or a
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certain network

Action:  Bypass — e-mails are not retrieved from the provider by the REDDOXX appliance
but by the client.
Proxy — e-mails are retrieved by the REDDOXX appliance first, then by the client

Thanks to the policies you have the opportunity to combine various rules. These rules are
processed top down. As soon as a rule applies, it will be used. Further subsequent rules will not
be regarded anymore.

Rules changed will only apply after pressing the APPLY icon in the tray icon.

2 Managing users

Setting up users and e-mail aliases is done automatically as soon as a client retrieves an e-mail
from its provider.

Thereby the e-mail alias receives the pseudo domain pop3proxy.reddoxx. Licences will be
assigned automatically, depending on whether there are still any available.

T8 R &

Username Prirnary e-nail address Realm Spamfinder license | MailDepot license | MailSealer license
& info+zobelhouze.com info+zobelhouse comi@poplproy reddox: local e

(ylu] es

& info@zobelhouse com info[@zokelhouse. comi@pop3proxy . reddoxs local no Yes no

2.1 Logging on to the user console

For logging on to the USER console please choose the same user name that you defined for the
POP3 login.

Please keep in mind that ‘@ within your user name must be replaced by ‘+'.

The password is exactly the same that you use with your provider.
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REDDOXX - Logon

N

REDDOXX

Hosthame: Imail.exmall24.net j
I=ernanme: Itul+nwhnsts.u:u:um
Pazsword: I*****
Realm:
Language: I Englizh j
[ save password
Ok I Cancel |

2.2 Message queues

In appliance administration > message queue you can see, whether there is a message still in the
appliance. In -incoming messages-POP3 you can find the messages that have been retrieved by
the REDDOXX appliance but have not been processed yet. In -outgoing messages-POP3 you can
find the messages that have already been processed by the REDDOXX appliance but have not
been retrieved by a client yet.

Fle “iew Language Appliance Info

GV PGl BN 8 X
REDD 00 = ) Received ‘ Sender ‘ Recipient Size
=G Spplisnce corfiguration @ BO7C7E0DECE 02022003 08:31:21 joery I e op St oy e, 3,26 KB
" E: Metwark settings @] 3F3EFFAFESF 01 02,2003 08:31:01 joery I e op St oy e, 317 KB
" g Eridoe policies & G64B2BESBEI3 31.01.2005 17:49:56 info @exmall24 .net josry - e Eop S oxy red. 4,77 KB
... ..qJ Settings & 63414236062 31.01.2008 11 :27:35 newsletter-reply proc- S = e @ pop3nroxy reddo... 10,05 KB
= ,c SMTF settings :3 GC4MTEE2ER 30.01.2008 05.32:49 pr o e @ popSnroxy reddo... 3,68 KB
i y} Local internet domains @ 43866FE1FD2 3001 2008 05:32:29 infomiga-ie @pop3pr oy redoox: 4,32 KB
’i,d Local netwarks @ 3EC31793F22 3001 2008 055514 inm@m de ir-de@pnpiprnxy reddoxx 477 KB
£4 E-mail transport i 23856F9B3IEE 29.01.2008 2226114 nading.duscha @ i = I = (03 Oy Pedtox 18,49 KB
¥ Blowed IP-Sddresses & FISFAFEFICE 29.01.2008 220813 [ ek L R = 0P 3proxy Peddnx 14,61 KB
P Blocked IP-tddresses % 493033E0507 29012008 196713 N . e irfo I e @pop3pr oy reddaxx 246 KB
-y Backup and Restore i 1ET4BFFA41 A 2901.2005 1924113 N o N e @pop3proxy redeoxx 1,92 KB
[_]@ Appliance administration & FF2F2734EDS 2901.200818:13:14 S = ol @R 3p0r oxy redcoxx 14,66 KB
=5 Message queues @ TC4BEITEIA 29012008 13:27:46 | = keing antwortadres so TN @0op3... 5,04 KB
-8 Incoming messages i B003CFEFEDC 28.01.200813:27:46  keine.antwortadresse @omiillce keine antwortadresso SN Dnops ... 35,56 KB
E| & Outgoing messages & 16343C3CEDS 2901 2005132413 eomibessiairc info N Eo0p3proxy reddosc 31,49 KB
@ 4CEBF7E1RESD 2901 2008102413 bi— | - S op3pr oy Feddnx 18,21 KB
= @ 4B32B3E463E 29.01.2008 10:20:13 2 i o S @ 0op 3T oy Feddox: 1,53 KB
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