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1 Introduction

1.1 Purpose of this document

The purpose of this document is to make the MS Exchange Administrator familiar with all steps required to
download, install and to configure the REDDOXX MSX Agent for email archiving.

1.2 Desired Audience

MS Exchange Administators.

1.3 Major steps

Configuring the MS Exchange Server for email archiving
Installation and configuration of the REDDOXX MSX Agent

Configuration of the REDDOXX Appliance

2 Configuring MS Exchange Server

2.1 Prerequisites

Before configuring MS Exchange Server for archiving, make sure that the following prerequisites are met:

NOTE

Latest Windows service packs and updates must be installed on every Microsoft Exchange Server according
to the respective server version.

The Exchange Server may use only one network interface card and only one configured IP address.

MS Exchange 2000 Server

MS Exchange Server 2000 Service Pack 3, MS Exchange 2000 Post-Service Pack 3 (SP3) Rollup
Patch 6487.1 and Update Rollup for Exchange 2000 (KB870540)
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MS Exchange Server 2003
MS Exchange Server 2003 Service Pack 2

MS Exchange Server 2007
MS Exchange Server 2007 Service Pack 1

The Microsoft Exchange Server MAPI Client and Collaboration Data Objects component must be
downloaded and installed on MS Exchange Server 2007.

Nur unter Windows 2008 Server erforderlich
Deactivate IPv6 in the settings of your network interface.

Create under the Registry key:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip6\Parameters
a field named DisabledComponents of type DWORD (32-bit) and enter the value HxFF (255).

Reboot the machine.

REDDOXX Appliance

Build version 1026 must be installed

NOTE

If you want to post archive mailboxes you need to have enough free disk space, for minimum the size of the
mailbox to store it temporary locally.
We recommend archiving mailboxes one after one.

2.2 Configuring journaling email archiving

The Configuration of the MS Exchange Server for journaling email archiving consists of the following tasks:

1. Installing and enabling MS Exchange envelope journaling on every MS Exchange Server to enable
the MS Exchange email archiving.

NOTE

This task is not required on MS Exchange Server 2007, since MS Exchange envelope journaling is installed
and enabled by default.

Creating a new journaling mailbox with a new user.
Setting the journaling mailbox for every mailbox store.

Setting Permissions for the Journaling Mailbox User.

a r 0w

Setting the journaling mailbox user account for the REDDOXX MS Exchange email agent.
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IMPORTANT

If a new mailbox store is added to the MS Exchange Server, it must be configured to use the configured
journaling mailbox. Additionally, the REDDOXX MSX Agent must be configured to run as a local service on
the MS Exchange Server and the REDDOXX MS Exchange agent configuration file must be adjusted.

2.2.1 Installing and Enabling Microsoft Exchange Server Envelope Journaling

Installing and enabling MS Exchange Server Envelope Journaling is required only on MS Exchange 2000
Server or on MS Exchange Server 2003. On MS Exchange Server 2007, it is installed and enabled by
default. To install and enable Microsoft Exchange Server envelope journaling:

2.2.2

Download the Microsoft Exchange Server envelope journaling module
Exej cf g. exe from the following url:

http://www.microsoft.com/downloads/details.aspx?familyid=e7f73f10-7933-40f3-b07e-

ebf38df3400d&displaylang=en

Double-click the downloaded file to extract it.

Open a Command Prompt Window and change to the directory where you want to have the files
extracted to.

Enable the envelope journaling by running the following command:
Exej cfg. exe —e

Check if the command responds a successful operation (successfully enabled)

Creating a Journaling Mailbox for MS Exchange Server 2000 / 2003

Log on to the MS Exchange Server system as the domain administrator.

On the MS Exchange Server system, click Start, select Programs, select Administration and then
click ActiveDirectory Usersand Computers.

In the Active Directory Usersand Computers console, expand the domain and select Users.

WWW.REDDOXX.COM 6


http://www.microsoft.com/downloads/details.aspx?familyid=e7f73f10-7933-40f3-b07e-
http://WWW.REDDOXX.COM

EI
| &5 konsole  Fenster 7 |;|i|5|
J Worgang  Ansicht “ &= ->| | |@ |J*ﬁiﬁ@?@”m
Struktur | rdx2000.test 6 Ohjekts
g Bckiv ory-Benut; |Name | Twp | Eieschreibung |
=] @ £ [ Buitin builkinDomain
+ Company Organisationsei, .,
[:IComputars Container Default container for upgr...
(£ Damain Cortr... Organisationsei,,.  Default container for new ...
{21 Domain Cantrol [:IForelgnSecurl... Container Defaulk container for secu,.
+ (10 Foreignsecurity [(dusers Container Default container for upgr..,
[0 users
i |
il start H :ﬂ & L'S] |J QExchZDDD ”@Active Directory-Benu... % 1009

lllustration: Active Directory Users

From the Action menu, select New and then User.

In the New Object — User dialog, enter the name of the journaling mailbox user in the First name field
(for example, REDDOXX MSX-Agent) and its username in the User logon namefield (for example,

REDDOXXMSXAgent).
6. Click Next.
Meues Objekt - Benutzer

g Ergtellen in:  rds2000 testd | zers

Warname: IH eddons Initialen: I

M achname: IMSX Agent

Wollztandiger Mame: I R eddoss b5k Agent

Benutzeranmeldenanme:
IFi eddowsM SkAgent I @rdw2000. test j

Benutzeranmeldename [windows NT 3.5:/.0]:
IH 02000 IHeddnHHM SxAgent

< Zuriick I Wieiter » I Abbrechen

Illustration: New User
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7. Assign a password to the newly created user by typing the password in the Password field and
retyping it in the Confirm password field. Make sure that the option User must change password at
Next logon is NOT set and that the option Password never expired is set. Click Next.

Meues Dbjekt - Benutzer

|x

ﬁ Erstellen in:  rda2000 test/ U zers

F.ennweart: Ixxxxxxx

k. enrwartbestatigung: I"’“"“"‘ﬂ

[ Benutzer muss Kenmwart bei der nachsten Anmeldung Sndem

[T Benutzer kann Kenrwort nicht Sndern

v [ ennwort [Suft nie ab

[T Konto ist deaktiviert

< Zurlick I \Wieiter = I Abbrechen

8. Create a mailbox for the newly created user by selecting the option Create an Exchange mailbox and
leaving the rest of the options selections as they are.

9. Click Next and then Finish.

Meues Objekt - Benukzer x|

g Erzstellen in: rds2000. tezt/ ) zers

v Exchange-Postfach erstellen

Blias:
IFiedl:Il:u:-::-:M Srdgent

SEerver
IErste Organization/Erste adminiztrative Gruppe MWIN2E-DC j

Fostfachspeicher:
I Erzste SpeichergruppesPostfachepeicher MW 2K-DC] j

£ Zurlick I Wieiter » I Abbrechen
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IMPORTANT

Do not change any of the properties for the newly created journaling mailbox user

2.2.3 Creating aJournaling Mailbox and MS Exchange Server 2007

1. Log on to the MS Exchange Server system as the domain administrator
2. On the MS Exchange Server system, click Start and click Exchange M anagement Console.

3. In the Exchange Management Console, expand Recipient Configuration and select Mailbox.

EEm:hange—\\'erwaltungskonsole
File Action Yiew Help
s AW 2m

3 Microsoft Exchange
[=)-a2| Organization Configuration

¥ Mailbox - rdx2003.test 2 ohjects

{4, Mailbos ? Create Filker

E?l Etin:riizes:rt | Display Name =+ | alias | Recipient Type Details | Primam SMTP Address

:_E:EI Unified Melzsaging @.ﬁ.dministrator Administratar Uszer Mailbox Administrator@rdx2003. test
= :_| Server Configuration @ test test User Mailbox testiErdx 2003, et

_:';_ Mailbo

S Client Access

Hub Transport
essaging
Figuration

Distribution Group
| Mail Conkack

{83 Disconnected Mailbax
=8 Toolbox

Illustration: Add New Mailbox

4. Under Actions, expand Mailbox and click New Mailbox.

5. Inthe New Mailbox wizard, select User Mailbox. Click Next.
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Exchange-¥erwaltungskonsole

O Introduction
J User Type
A Mew Mailbox

- Caompletion

Help |

[ = .{J}Lﬂ New Mailbox

Introduction

Thiz wizard will guide vou thraugh the steps for creating a new mailbox, resource mailbaox,
linked mailbax and mail-enabling an existing user.

Chooze mailbox type.

=

This mailbox is owned by a user to send and receive meszages. Thiz mailbox cannot be
uzed for regource zcheduling.

" Room Mailbox

The room mailbosx iz for room scheduling and is not owned by a user. The uzer account
aszociated with rezource mailbox will be disabled.

| Equipment M ailbox

The equipment mailboy iz for equipment scheduling and iz not owned by a uger. The
user account azzociated with the rezource mailbox will be dizabled.

" Linked Mailbox

Linked mailbax iz the name far a mailbox that iz accezsed by a security principal [user] in
a zeparate, trusted forest,

< Back I MNewxt > I Cancel

lllustration: New Mailbox Exchange 2007

6. Select New user. Click Next.

7. Click Browseto locate the domain. Enter the name for the MS Exchange Mailbox user in the First
namefield (for example, REDDOXX MSX-Agent) and its username in the User logon name (User
Principal Name) field (for example, REDDOXXMSXAgent). Select the domain in the drop-down list.
Assign a password to the newly created user by typing the password in the Password field and
retyping it in the Confirm password field. Do not select the User must change password at Next logon

option. Click Next.
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(N
[ Introduction
[ Uszer Type
[ User Infarmation
| Mailbox Settingz
2 Mew Mailbox

2 Completion

Help |

a1l New Mailbox

Uszer Information
Enter the user name and account information.

Organizational unit:

Ird:-:EEIDS.testx'Ll ZETE Browse. . |

First name: | ritials: Lazt name:
IHEddDHH M 5x Bugent

M arne:
IH eddoxx kS Agent

IJzer logon name [IJser Frincipal Mame]:
IHEddDHHM Sragent I (@rdw2003 best j

|Jzer logon name [pre-windows 2000];
IHEddDHHM Sedgent

Pazsword: Confirm pazsward:

[ User must change password at nest logan

¢ Back | Mest » I Cancel

lllustration: New Mailbox Exchng 2007 password

8. Next to the Mailbox database field select a mailbox database on the MS Exchange Server which you
are configuring. Leave the rest of the options as they are. Click Next.
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O Intraduction
1 User Type
[ User Infarmation
[ Mailbox Settings
2 MNew Mailboz

- Completion

Help |

New Mailbox

Mailbox Settings
Enter the alias for the mailbox user, and then select the mailbox location and policy settings.

Aliag

IH eddowhd 5x4gent

Server.

|ExCH2007 |
Storage group:

IFirst Storage Group j

Mailbox database:

[~ Managed falder mailbox palicy:

I Browse... |

[~ Exchange ActiveSync maibog policy:

I Browse. . |

£3 Messaging records management is a premium feature and requires an Exchange
Enterprize Client Access License [CAL)

< Back | Mezt = I Cancel

lllustration: New Mailbox Exchange 2007 Database

9. A setup summary is shown. Click New.

& u'lj New Mailbox

7 Intraduction
M User Type
3 User Infarmation
1 Mailbox Settings
[ Mew Mailbax
B Completion

Help |

Completion

The wizard completed successfully. Click Finish to cloze this wizard.
Elapsed time: 00:00:00

Summany: 1 itern(z]. 1 succeeded. O failed.

gy Reddaso: MS% Agent @ #

Exchange Management Shell command completed:

Mew-Mailbox -Hame ‘Reddoxx MS= Agent' -Aliaz 'Reddoxsi S=bAgent’
-Organizationallnit rd=2003 test/U zers' -U serPrincipall ame

‘Reddaushd SxAgentizrd« 2003 test’ -S ambccount ame 'Heddoxst SxAgent!
-FirstMame 'Reddoss’ -Initials " -LastM ame M5 Agent' -Password

"Spstern. Security. SecureString' -ResetPassworddnM extLogon $falze -D atabaze
'CM=hd ailbox D atabase, CM=Firzt Storage

Group, CM=InformationStare, CH =EXCH 2007 CH=5 ervers CH=Exchange
Administrative Group [FYDIBOHF235PDLT ] CH=Administrative Groups CH=First
Organization CH =Microsaft

Exrchange CN=Services, CW=Configuration D C=rdx2003,0 C=test'

Elapzed Time: 00:00:00

Select Ch+C to copy the contents of thiz page.

< Back | Finish I Cancel

lllustration: New Mailbox Exchange 2007 Summary

10. Click Finish.

WWW.REDDOXX.COM
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2.2.4 Setting the Journaling Mailbox for Mailbox Stores

2.2.4.1 Enabling the journaling mailbox for mailbox stores on MS Exchange Server 2000 / 2003

1. Log on to the MS Exchange Server system as the domain administrator.

2. Onthe MS Exchange Server system, click Start, click Programs, click Micr osoft Exchange and then

click System Manager.

3. Inthe Exchange System Manager, expand Servers, expand the MS Exchange Server and the Storage

Group with the mailbox store you want to enable the journaling mailbox for. Right-click the mailbox
store and select Propertiesfrom the pop-up menu.

4. In the Propertieswindow, click the General tab and set the option Archive all messages sent or
received by mailboxes on this store. Click Browse to open, then Select Recipients dialog.

' Erchange System-Manager

| &8 konsole  Fenster 2

JETES|

| =181 %]

]Vgrgang Ansicht |JG='"|‘% ‘X'@

Shrukbur I

Pastfachspeicher {WINZK-DC)

% Erste Organisation (Exchange)  |Mame |

E Globale Einstellungen

(gl Empfanger
El\ﬁ:| Server

B8 winzeDc

: 1 Protokoll

= @ Erste Speichergrupp
19 Informationsspei

il ———

\EE\ Connectors
& Extras
£ Ordner

Eh Anmeldungen
%Postfa’cher
Yallkextindizierung

Bereitstellung des Infarmationsspeichers aufheben
Volltextindex erstellen

Inkrementelles Suffillen beginnen

Yollstandiges Auffillen beginnen

Aufiillen anfialten

Auffiillem beendzn

d| |

Alle Tasks 3

Ansicht 3
Newes Fenster

Ausschngiden
Kopieren

Lischen
Umbenennen
Aktualisieren

Liste exportieren. ..

Eigenschaften

Iffnet die Eigenschaften d

Hilfedatei anzeigen |

iastartm H & 5 H 15 Exchzon0

| @Active Directory-Benutzet, “%Exchange System-Ma...

EE% w0

lllustration: Exchange Store Properties

5. Inthe Sdlect Recipients dialog, select the journaling mailbox user you created (for example,

REDDOXX MSX-Agent) and click OK.

WWW.REDDOXX.COM

13


http://WWW.REDDOXX.COM

J% konsole  Fenster 7

Skrukkur I

% Erste Crganis

-8 clobal Ei

@ Empfange
EI%:| Server

- B8 wine

! D Ft

[=h-d Er

4

o

‘m Exchange System-Managey = El| ®
i Empfanger auswahlen 2x| | = gll‘
J vorgang  An [HeiaatlE  Suchenin I@ Gesamtes Verzeichnis j ‘
Vollteztind Mame | COrdner |ﬂ
Algem | globalevents rdw2000 test/Microzoft Exchange System Objects
=] img rdx2000.testMicrozoft Exchange System Objects J
E@ P Hintemal rdw2000 test/Microzoft Exchange System Objects
59 intemnal 552 rdw2000 test/Microzoft Exchange System Objects
J% I.Jn:u,lrr'ualing ailbax [journal_mb
Qffentiicher 153 micrnsnft relw 20 testMicrnenft Ferhanne Sustam Mhiscts ﬂ
Informatmns
Mame: I
Offineadres

@ Ordner

IStandald-D

Abbrechen |

4

lle won Posttachern in diezem Informationsspeicher gesendeten oder
empfangenen Machrichten archivieren

I Durchsuchen... |

[V Clierts unterstiitzen 5/MIME -Signatur

[ Eingehende Intemetnachrichten in Schriftart mit fester GroRe anzeigen

ok | Abbrechen [berrehmen Hilfe

1 I—

A

ﬂl“ fﬁ & @ |J QExchZUUU

!
| @Active Directory-EenutZer...l I%Exchange System-Ma...

|
Gl 101s

lllustration: Exchange User Selection

NOTE

Repeat this procedure for every mailbox store you want to enable the journaling mailbox for.

2.2.4.2 Enabling the journaling mailbox for mailbox stores on MS Exchange Server 2007

A w DR

Log on to the MS Exchange Server system as the domain administrator.
On the MS Exchange Server system, click Start and click Exchange M anagement Console.
In the Exchange M anagement Console, expand Server Configuration and select Mailbox.

In the central part of the Exchange M anagement Console, select the Database Management tab and

then expand the Storage Group with the mailbox store you want to enable the journaling mailbox for.
Right-click the mailbox store and select Propertiesfrom the pop-up menu.

WWW.REDDOXX.COM
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B8 Enchange-Yerwaltungskonsole

(o x|
He acton Yew Hep ‘
e+ @m|e |
€3 Microsoft Exchange Es Mailbox Actions
(s Organization Configuration _
. ;: [ ? "} Create Fiter Mailbox -
o Vi »
o Qe e Hane~ [Fick [Vesion
& 3 : B
8 Lniisd Messagig TERTHZ07 Hub Transport, Client Acce...  Yersion 5.0 (Buid 685.24] Refresh
B 3 Server Configuration D Help
.4 Mailbosx
~ 3, Client Access -
79 Hub Transport EXCH2007

i Unified Messaging
&, Redpient Configuration
-3 Wailbox
2, Distribution Group
15 Mail Contact
-+ Disconnected Malbox
5 Toolbox

Bl
5 EXCHZOO7

5 Manage Client Access ...
T Manage Hub Transport...
(5 Enter Product Key...

(B Hew Storage Group...

Database Management

Properties

| Database File Path

| Status

4]

I Public Folder Database

C:\Program Files\Microsc

Dismourt: Datahase
Move Database Path,..

Remoye

Help

[ Copys || Reddoxxmsxagent
[P Dismount Database
| Move Datsbase Path...
Disab
X Remove
Properties
2 Help
|

diseart| | @&

|[ 23 Exchange-verwaltung... @ wekome to Tabbed Ero. .

lllustration: Exchange Database Selection

Browse to open the Select Recipients dialog.

IPEREL

In the Propertieswindow, select the General tab. Select the Journal Recipient checkbox and click

t{Exchange-verwaltungskonsole =&l
Eile  Acion Yiew Help
= - =
£3 Microsoft Exchange Actions
[=h{aia) Organization Configuration p
i Mailbost
{44 aibox [ Create Fiker
& Cliert A view
i Hae = [Rek [Verion
=h B
35 Urified Mossaging EXCH2007 Hub Transport, Client dcce... Version 810 (Build 685.24) Refresh
Bl 3 Server Configuration 2 Heb
3, Malbox [Mailbox Database Properties 5||
=, Client Access &
fi;s Hub Transport General | Limits | Client Settings | 47 select Recipient - rdx2003.test =] 4]
g Urified Messaging Fle Wiew Scope
2, Recipient Configuration o, [Mailbok Database T Find Now  Clear

3 Mailbox

Maintenance schedule:

2 Distribution Group Display Name = [ Aias [ Recipient Type
L% Wil Contact Database path Ci\Pragram FilestMicrosoft\Exchange Sevel\Mall |33 ddministrat Administrator User Maibos
48 Disconnecked Mailbox g Mailboz

Database copy path: € 2

- Toolhox Btent test Maibos

Last full backup:

Last incremental backup:

Status Mounted

Modiied \Wednesday, December 17. 2008 5:36:20 PM

@._Ioumal Recipient
[Freddoss M5 Agent Browse:

IRundal\y from 1:00 & M. to 5:00 &+

| Customize

I~ Do ot mount this database at startup

™ Ihis database can be overwitten by & restore

4

| |

Cancel Appl

Ok Cancel

k| Help

1 object(s) selected.

3 abject(s) found. _.;

lllustration: Select Recipients

In the Select Recipients dialog, select the journaling mailbox user you created (for example,
REDDOXX MSX-Agent) and click OK.

In the Properties window, click Apply and then OK.

OTE

Repeat this procedure for every mailbox store you want to enable the journaling mailbox for.
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2.2.5 Setting Permissions for the Journaling Mailbox User

2.2.5.1 Setting permissions on MS Exchange Server 2000 / 2003

1. Log on to the MS Exchange Server system as the domain administrator.

2. Onthe MS Exchange Server system, click Start, click Programs, click Micr osoft Exchange and then
click System Manager.

3. Proceed as follows:

If you plan to archive all mailbox stores on the MS Exchange Server and you have set the
journaling mailbox for all mailbox stores, in the Exchange System Manager, expand Servers,
right-click the MS Exchange Server with email messages you want to archive and select
Propertiesfrom the pop-up menu.

If you plan to archive only some of the mailbox stores on the MS Exchange Server and you
have set the journaling mailbox only for some mailbox stores, in the Exchange System
Manager, expand Servers, expand the MS Exchange Server and the mailbox stores with
emails you want to archive. Right-click a mailbox store with email messages you want to
archive and select Propertiesfrom the pop-up menu.

4. In the Propertieswindow, click the Security tab and click Add.

igenschaften Fiir WINZK-DC 2=l

FPosztfach-enwaltung I Diagrnosztikprotokoll I Detailz I Werzeichnizzugriff

Lllgemein Landerinformationen

Riczhtlinien I Ubenwachen I Wallkextindizierung

I ame | - Hinzufligen. .. |
m Authentifizierte Benutzer ﬂl
ﬁE Domanen-2dming [RDE200040 omanen-2dmins)
€ Exchange Domain Servers [RDE2000MExchan...

ﬁ Jeder

ﬁﬁ_—_._:_—l:_._. [T PR PO f N L En T T o LY o SR U -y ;I

Berechtigungen: Zulazzen  Wenweigern

Wallzugriff o =
Lesen O
Schreiben O
Lugfiibren O
Liaschen O
Lezeberechtigungen O LI

Erweitert. . |

[ “ererbbare Libergeordnete Berechtigungen Libernehmen

ak. I Abbrechen [ bermehmen Hilfe

lllustration: Properties Window

5. Inthe Select Users Computers, or Groups dialog, in the field Enter the object namesto select, enter the
name of the mailbox user you created (for example, REDDOXX MSX Agent) and click OK.
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i Benutzer, Computer oder Gruppen auswahlen x|

Suchen in: |Z 1dv2000 test =
Mame | Ordner | :I

ﬁ Domanencomputer rd=2000.test/Users

ﬁ Domanencaontraller rd=2000.test/Users

ﬁ Schema-dmin rdx2000.test/Users

ﬁ Organizations-Admins 1d=2000 test M zers [l

ﬁZEItiﬁkatherausgeher rd=2000.test/Users

fﬁ Dormanen-adming 1dw 2000, test/Uzers LI

| Hinzufugen I}' Mamen uberprufen

Reddoxs M5 Agent [Reddoxstd Sidgent@rd< 2000, text

] Abbrechen

i

lllustration: Select Object Name

6. In the Propertieswindow, select the mailbox user you added (for example, REDDOXX MSX Agent
Mailbox). In the Permissionsfor user field, set the View information store status permission for the
mailbox user you added (for example, REDDOXX MSX Agent). Other permissions are not required
to be set for the mailbox user. Click Apply and then OK.

Eigenschaften fiir WINZK-DC 2x|

Postfach-Yenwaltung I Dizgnostikprotokal I Details I Yerzeichnizzugniff
Allgemein Landerinfarmationen
Richtlinien Sicherheit I berwachen I Wolltextindizierung

M ame |:| Hinzufiigen... |

ﬁ Diomanen-Adming [ROF20000Domanen-Adminz]

!ﬁ Exchange Domain Servers [RD:2000NE wchan... ml
m Jeder

ﬁ Organizations-Adming [RDE2000%0rganization. .
ﬂ Reddowx: M5 Agent [FeddoxsbdSHAgenti@nd.

ﬁ R K T P Y S i L T T T DL Y K 1 Y et LI

B erechtigunger: Fulazzen  Wenweigemn
Fiead metabase properties O O |
Adminigter infarmation store O O
Create named properties in the information store O O

| Wiew information store status O
Receve Az O O
Send Az O O j

Enweitert... |

[v Wererbbare Ubergeardnete Berechtigungen Libemehmen [%

ak I Abbrechen Ubermehmen | Hilke |

Illustration: Permissions for User
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NOTE

If you plan to archive only some of the mailbox stores on the MS Exchange Server,repeat this procedure for
all mailbox stores in all Storage Groups you want to archive.

2.2.5.2 Setting permissions on MS Exchange Server 2007

1. Log on to the MS Exchange Server system as the domain administrator.
2. On the MS Exchange Server system, click Start and click Exchange M anagement Console.

3. In the Exchange Management Console, select Organization Configuration and under Actions, click
Add Exchange Administrator.

E:H:change—\l'erwaltungsknnsule
File Action Wiew Help
& = =

3 Microsoft Exchange
ERENE Oroanization Configuration

Organization Configuration

..... 45 Maibaz: Modify Configuration Domain Controller. .. |

..... s Client Access #£dd Exchange Administrator, . | Role | Scope

----- I Hub Transport _ cuni..  Exchange Recipient Adminiztrator Organization wide

=h ; Wigy » . . - - .

= Unifizd Messaging cur...  Exchange Wiew-Only Sdministrator Organization wide
=3 _5'3“"3" Canfiguration Refresh Exchange Organization Adminigtrator - Organization wide

----- _—‘l'_ TMailbio:

----- S Client Access Help

=
----- :_.:I:I Unified Messanging
[—]3_) Recipient Configuration
-8 Maibax
----- 2 Distribution Group
----- L) Mail Conkact
-l Disconnected Mailbax

-8 Tonlboo

7= Hub Transpart

lllustration: Adding Permissions for Exchange 2007

4. Inthe Add Exchange Administrator wizard, click Browse and then select the mailbox user you added
(for example, REDDOXX MSX Agent). Click OK, then select the Exchange View-Only Administrator
role radio button. Click Add.
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EEm:hange-\l'erwaltungskunsole

il
&
= Add Exchange Administrator
[
=)
o Add _E?:change Add Exchange Adminigtrator
Administratar This wizard helps you to add a new Exchange administratar role. An Exchangs Eope
[1 Completion adminiztrator has permiggions to operations ag allowed by a certain role. rganization wide
Select the user or group to add as an Exchange administrator: rgan?zat!on w!de
= rganization wide
|F|eddoxx M5 Agent
Select the role and scope of this Exchange administrator:
- . L
Exchange Organization Administrator role Select User or Group to Delegate = Fax2nl _(of ]
E " Exchange Recipient Administrator role ; )
File  Wiew  Scope
& Exchange Wiew-Only Administrator nole : . I
Search: Find Mow  Clear
" Exchange Server Administrator role — _ _
. ) M - Al Recipient T -
Select the server(g] to which this role has access: LS I s I sSSP bR _I
E Exchangelegacylnterop Group
o Add... L IUSR_TEST-DC User

i, Organisations-4dming

%%, Richtinien-E rsteller-Besit. .. Group
&; Schema-Adming Group
@test test User Mailbox
1| | »
ok, Cancel
1 objectis) selecked. 19 object(s) found, .:

Help | cBack [ A | cancel

lllustration: Exchange 2007 Role and Scope

5. Click Finish.
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3 REDDOXX MSX Agent

3.1 Installation of the REDDOXX MSX Agent

Download the REDDOXX MSX Agent msi package from the REDDOXX Support Center:

http://support. REDDOXX.net/downloads.php

N o o kM w

When the download process has finished select Run.
The REDDOXX MSX Agent Setup wizard opens:

il Reddoxx MSX Agent Setup x|

Welcome to the Reddoxxot MSX
Agent Setup Wizard

The Setup wWizard will allow vou bo change the way Reddoue
MS% Agent Features are installed on your computer or even
ko remove Reddoss: MSE Agent from wour computer, Click,
Mexk to continue or Cancel ko exit the Setup Wizard,

Cancel |

lllustration: REDDOXX MSX Agent Setup

Select Next

The license text window opens. Read and accept the license agreement, then click Next.

The default installation path will be displayed. Check the default installation path and select Next.
The Setup is now ready to install. Click Install to start the installation in the selected folder.

The Setup has finished. Leave the Launch the REDDOXX MSX Agent checkbox enabled to
continue with the configuration.

Click Finish to complete the REDDOXX MSX Agent Setup Wizard.

The REDDOXX MSX Agent is now installed on your system. The configuration dialog now appears as
describes in the next chapter.
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3.2 Configuring the REDOXX MSX Agent

1. Launch the REDDOXX MSX Agent Configuration under Start — Programs — REDDOXX - if is has
not been launched automatically after the setup.

[adMsx Agent Setup

Mx

REDDOXA

=10l x|

—Common =etting

Hostname:
Piort:
Appliance:

Temp. Directary:

|4|:|as

|192.1 30114

Connection test

IC:WPrngrammeﬂeddnxwa}-{-Agem\dataI

—hl=X journaling agent

Max. messages per session; 1000

|

v Delete invalid e-mails in journsling mailkbo:

=X mailbox agent

Max. messages per session; |1 oo

Save

Cancel

lllustration: REDDOXX MSX Agent Settings

2. Hostname: Enter the FQDN (=Fully Qualified Domain Name) of the MS Exchange Server on which
this MSX Agent is running. Example exch200X.mydomain.com

Port: Enter the TCP port on which the MSX Agent will be listening. The default is 4088.

Appliance: Enter the hosthame or IP address of the REDDOXX appliance. Check the connection.

Temp. Directory: enter the temporary directory for the MSX Agent'’s output. The temporary directory
should have at least 1 GB free space.

MSX journaling agent:

6. Max. messages per session: Enter the maximum number of messages that will be archived per
session. Default value is 1000.

MSX mailbox agent:

7. Max. messages per session: Enter the maximum number of messages that will be archived per
session. Default value is 1000.

8. Click Save

A Dialog appears: Would you like to restart the service? Select Yes.
The agent service restarts and the program exits.
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3.3 Setting access rights to the MSX Agent data directory

1. Navigate with the explorer to the temporary directory configured in the REDDOXX MSX Agent
Configuration.(Default: C:\Programme\ (x86)\REDDOXX\MSX-Agent\data)

2. Select the folder “data” and right click on it to open up the properties window.
Select the Journaling Mailbox User (example: REDDOXXMSXAgent@rdx2003.test)

4. Allow the user to Modify the folder contents.

Hata Properties =

Generall Sharing  Security |Wel:u Sharingl Eustu:umizel

Group or user names:

[ €% Acministrators [EXCH2007\bdministrators)
€7 CREATOR OWNER

ﬁ Fower
€7 SvSTEM -
4| | F
Add... | Remowve |
Permizzions for Journaling
b ailbox Al Deny
Full Camtral O O =
[ Modify | O
Read & Execute O
Lizt Folder Contents O
Fiead O
Wit O &
C i | Dl rrimimnn (o | m ;I

For special permiszions or for advanced settings, Advanced |
click Advanced. =
k. I Cancel | Spply |

lllustration: Folder data properties

5. Click OK to save the changes.
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3.4 Adjusting the account context of the REDDOXX MSX Agent
Services

1. Go to Start, Run and enter “services.msc” in the command line
The local service screen opens.

Dienste (Lokal)

Reddoxx journal archiving Name / | Eeschreibung | Status | Starttyp | fAnmelden als |
%NT-LM-Sicherheitsdienst Bietet Sicher..,  Gestar... Manuell Lokales System
Den Dienst starten %Plug & Play Ermiglicht de... Gestar... A&utomat... Lokales System
%Portable Media Serial Mumber Service Retrieves the. .. Deakkiviert  Lokales System
Beschreibung: %RF\S-Verbindungsverwaltung Stellt eine Me..,  Gestar.., Manuell Lokales Syste
Reddaxx M5X Agent for journal archiving *Red journal archiving Mariuell
%Reddoxx mailbo archiving Reddoxx M3, Maruell
%Reddoxx M3¥ Agent service Reddowx MS...  Gestar.., Aukomat...  journal_mbx...
%Remoteprozeduraufruf (RPC Dient der End... Gestar... Automat... Metzwerkdienst

Illustration: Local services

2. Select the REDDOXX journal archiving service from the list of local services and right click on it to
open the services’ properties menu.
The properties window of the REDDOXX journal archiving service appears.

Reddoxx journal archiving Properties {Local C d

Gieneral I Lag EInI Hec:n:nver_l,ll Dependenciesl

Service name: R eddomxERsd,

Diisplay nare: ] journal archiving

D escriptiar: Reddam: kS Agent far journal archiving ﬂ

Path to executable:
"'C:\Program Files [#36]4FeddomsMS=-Agenthbinheraa exe' --zemvice

Startup tupe; I bl arwial j

Service statuz Started

Sitart | Stop | Eausze Eezume |
f'ou can specify the start parameters that apply when vou start the service
from here.

Stark parametens: I

| k. I Cancel Spply

lllustration: Journal Archiving Service Properties
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Select Startup type MANUAL.
Select the tab Log On.

Change the account context of both REDDOXX MSX Agent services (REDDOXX journaling
archiving and REDDOXX mailbox archiving) from local system account to the user account
named REDDOXXMSXAgent.

Reddoxx journal archiving Properties (Local Comp llﬂ

General LogOn I Fiecwer_l,ll Dependenciesl
Log on as:

" Local Systemn account

I | Allow service to interact with deskbop

IHeddnHHMSK&gent@rdHEDDS.t Brawse... |

EaSSWD[d: I.III.“‘.III.“

El:lnﬁrm paSSWDrd: I.III.III.III.II

Y'ou can enable or dizable thiz zervice far the hardware profiles listed below:

Hardware Profile | Semvice |
Profile 1 Enabled
Ensble | Disable |

| k. I Cancel | Spply |

lllustration: Journal Archiving Service Properties Log On

6. Enter and confirm password.
7. Press OK.

A message box appears: Rights to logon as a service has been granted to the account
REDDOXXMSXAgent@mydomain.com.

8. Click OK

IMPORTANT

Repeat the steps from Reddoxx Common Service also for the REDDOXX Journal Archiving Service and the
Mailbox Archiving Service.

Note, that only 3 Services must have configured a account. The startup type must be set to MANUAL.

The Reddoxx MSX Agent Service must run under the local system account and the startup type must be set to
AUTOMATIC.
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4 Configuration of the REDDOXX Appliance

This chapter describes the basic functionality to enable mail archiving from the MS Exchange
Server. For detailed information on advanced configuration options, for e.g. Archive Policies,
please refer to the REDDOXX Administrator ¥ Manual.

4.1 MSX Agent Settings

1. Log on to the REDDOXX appliance.
2. Goin the navigation tree to the REDDOXX MailDepot and select Exchange server agents.

3. Right click on the List Area, right beside or click on the green plus sign above.
The following context menu appears.

R REDDOXX - Build: 1026 (Beta)

File Wiew Language Appliance Help

glI) PO EOENTO \(er X/ enlS

S REDD O Marme
Gi Appliance configurstion
’1.3 Appliance adrinistration |
- REDDOXX Spamfinder W e
EG RED D252 hail Depat x Delete

...... i@ Archive corfigurstion

B Load mailbo: list
. Stark mailboe archiving

L[ Archive list B start journalmaibos atchiving
- 3 REDDOX Mail Sealer

lllustration: Administrator Console — MailDepot — Exchange server agent

4. Select ADD
A dialog window opens.

=101

—oerver seftings
Hostrame: |1 92 168.0.132 |

Part: IBBBEI

Archiving interval; IEIZI minutes [0 = dizabled)

Ok I Cancel

lllustration: Exchange Server settings

1. Hostname:
Enter the hostname or IP Address of the MS Exchange Server

2. Port:
The number of the listening port
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3. Archiving interval:

The time interval during which emails are polled from the MS Exchange server. Default value is 60
minutes. 0 disables the polling.

4. Click OK.

If you have entered an IP address, the IP address gets resolved to the hosthame of the Exchange
Server. The Exchange Server name now is shown in the list area.

BN WX

Matme
----- iy Ewch2007 rox2003 test

4.2 Mailbox Archiving

To archive mails from mailboxes which have been filled up with mails before the journaling was activated,
you can archive them using the mailbox archiving feature.

1. Right click on the hostname of the MS Exchange Server
The following context menu appears:

R REDDOXX - Build: 1026
File “iew Language Appliance Help

G I PN B EETO A TR I

(=P RECDCNA

Gil A ppliance configuration B och2007 ro2003 fest
: f;a Appliance adminiztration '3} ndld

G-l REDDOXX Spamfindsr 7 e

EQ REDDCHY MailDepot I

o fig Archive configuration 52 Delete

o A Archive policies
[Ty MSK Agents
ol Archive list

4 REDDOHH MailSealer

& Maibox archiving I B Load mailbox list

= , . B ark maiboxes as not archived
ﬁ Start journal archiving

. Shart mailbox archiving

lllustration: Administrator Console Mailbox Archiving

2. Select Mailbox archiving.

3. Select Load mailbox list.
A list of all mailboxes appears:

[RYREDDOXX - Build: 1026
File W“iew Language Appliance Help

00 B BE-ER AN SRR R:RCARNECH oF AN RAN |
=l REDDR

Gi Appliance configuration
5_3 Appliance administration
-l REDDOXX Spamfinder
=-fig REDDOXY MailDepat

hlame | Size | Ohjectz | Archived
E- [y exch2007 rox2003 test

E} T First Storage Group
B E Mailbox Detabasze

i O 3 Admiristest 518,20 MB B027

o ﬁﬁ Archive configuration O —ﬂ MIRErEar ) ne
- dF rchive poiicies 3] _ﬂ test 808,00 MB 5448 no
R wsKAgerts | [ 7 Reddmoc MSX Agent 594,65 MB 4236 nao

...... {5 archive list
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lllustration: Administrator Console Listing Mailboxes

4. Activate the checkbox the mailboxes you want to archive.

5. Right click on one of the selected mailboxes.
The following context menu appears

Hame | Size | Ohjectz | Archived
= Eﬁ exch2007 rdx2003 test
= [ First Storage Group
B- E Mailbax Database
O _ﬂ Administrator 185,20 MB BOZ7¥ no

..... x| ﬁ le=t

] : Add
o O (£ Reddo o 4236 no
[ Edit
x Delete
& Maibox archiving I Load mailbes list

= . . Y Matk mailboxes as not archived
ﬁ Skart journal archiving

B start maibox archiving

lllustration: Administrator Console Start Mailbox Archiving

6. Select Mailbox archiving, then Start mailbox archiving.

7. Confirm the dialog “Do you really want to archive the mailboxes selected?” with YES

The old email archiving process of the selected mailbox starts. You can follow the live log and check if the
mails get archived. Please be patient. The Exchange Server needs some time to prepare archiving. 1000
mails takes about 1 minute to prepare. Then you should see some log entries as shown in the following
screenshot.

NOTE

If you want to post archive mailboxes you need to have enough free disk space, for minimum the size of the
mailbox to store it temporary locally. Especially Virtual Appliance are often configured with to low disk space.
We recommend archiving mailboxes one after one.
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Marme Size Ohjects | Archived
= r-' =hs2003 roxzhs test [MB]
E} _ji Erste Speichergruppe
Et- _Il Reddo:xMSx 8 gent
O 'i Adminiztrator 222 87 MB 2470 wes
O ji SystemMailox{EFSBEFSD-0112-4F39-5442-42FES9A A, . 231,50 MB 7346 no
(] ji test test 15292 MB 876 ves
Cl j Journaling kailbos 525841 MB 5394 no
[l j altrmail 92 27 MB 2805 in progress
al |
|1 entries,

Time F‘ru:u:ess Lg

Illustration: Administrator Console life log

4.3 Journaling Mailbox Archiving

Internal emails are getting archived on a regular basis. The default is each 60 minutes. You can change the
value in the Archive configuration. You also can force the journaling based archiving.

1. Right click on the hostname of the MS Exchange Server.
The following context menu appears:

R REDDOXX - Build: 1026

File Wiew Language #Appliance Help

i H I PHE BN ON R G- @

=P REDDORR
Gi Appliance configuration

- BR exch2007 rox2

i@ Appliance administration E:}I Add
(-l REDDOXX Spamfinder 7 et
EI L‘- REDDOXH MailDepot :
[;mg Archive configuration &8 Delete
[ #rchive palicies j Mailbioix archiving *
T s MIH Agents
oD Archive list = skart journal archiving
F- ) REDDONH MailSealer

Illustration: Administrator Console: Start journal archiving

2. Select Start journal archiving.

Check the live log protocol for journaling mailbox archiving details.
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[RYREDDOXX - Build: 1026
File ‘“iew Language Appliance Help

g IOl B ENO A TR A-@

[=]-Fv REDDORN

L& Appliance configuration
‘5 Applisnce administration
= REDDONK Spamiinder

g REDDOXK MailDepot

[gm Archive configuration
4" Archive policies

i MSX Agents

[ Archive list

Mame Size Cibjec

4

|1 entries.,

Appliance statu

RECDOXE wersion: 14317 1026
Appliance uptime: 0:02:01:03
Received: 010 Byte
Sent; 00 Byte
AN wersion: 20051217 10:27:17
hd=ilDennt: rnakiled

Time Process Log

Illustration: Administrator Console Journaling Mailbox Protocol
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